
1

Trustworthy Autonomous Driving with AI: Status,
Challenges and Opportunities

Chengcheng Wang, Yuansheng Song, Jiahao Zhang, Liang Zhao, Chen Chen, Xiaoheng Deng, Fangming Liu
and Shaohua Wan

Abstract—Leveraging artificial intelligence (AI) technolo-
gies, autonomous driving (AD) enables the perception and
recognition of intricate surroundings while making intelligent
decisions for control. However, limited by complex environ-
ments, heterogeneous resources, and real-time requirements,
AI-driven AD in complex scenarios often faces key scientific
issues such as performance ensuring and decision interpreting,
posing significant threats to both public trust in AD and the
macroscopic efficiency of the intelligent transportation system
(ITS). In this research, we provide a systematic review of
recent progress and important contributions to the trustwor-
thiness of AD. First, we introduce the background of AD
with AI, including the basic paradigm of AD, the benefits
of deep learning (DL) and AI-generated content (AIGC)
for AD development, and existing barriers. Afterward, we
investigate the trustworthiness of AD from three perspectives:
interpretability, robustness, and exactness. Specifically, i) we
categorize landmark methods for AD interpretability, including
feature attribution, visual explanation, latent representation,
and efficient understanding and reasoning of large language
models (LLMs); ii) we briefly discuss the robustness of AD
under various challenging conditions, such as incomplete and
differentiated training data and external attack interference;
iii) we focus on representative solutions on AD exactness
along architecture and training brought by the differentiated
balance between resource provision and performance. Finally,
we present a multi-scale trustworthy evolution framework
bridging micro-scale ego-vehicle intelligence with macro-scale
ITS, systematically mapping relevant challenges to strategic
opportunities. This research is expected to provide a funda-
mental direction for researchers new to the trustworthiness of
AD with AI.

Index Terms—Autonomous driving, Artificial intelligence,
Interpretability, Robustness, Exactness
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Fig. 1: Efficient and trustworthy AD requires compre-
hensive consideration of factors such as environmental
complexities, algorithmic non-transparency, and computa-
tional trade-offs between onboard resources and sensitive
performance demands. Peeking into the robustness of AD
models under various harsh conditions, improving the
exactness of AD in decision-making tasks, and enhancing
the interpretability of AD in operations can provide ef-
fective performance assurance and failure analysis for AD
systems. Such features play a crucial role in strengthening
public trust in AD.

AUTONOMOUS driving (AD), as a result of the
integration of cutting-edge technology with the auto-

motive manufacturing and transportation industries, holds
significant promise for improving road safety, providing
novel driving experiences, and enhancing the efficiency of
social operations [1]. According to the latest statistics,
the global market value of autonomous vehicles (AVs) is
expected to reach $5,439.46 billion by 2035, an approxi-
mately 19.9-fold increase from $273.75 billion in 2025 [2].
This indicates that worldwide AD is progressing rapidly.
However, as a safety-critical real-world application, the
trustworthiness of AD with artificial intelligence (AI) has
recently been a matter of public concern, especially in
light of the high frequency of traffic accidents [3]. So, what
causes AD incidents? What malfunction in the AD system
causes the impact or collision? This line of reasoning
naturally raises the following question: How can AD be
made trustworthy by humans?

As illustrated in Fig. 1, the complex dynamic road
environment, demanding real-time computational require-
ments, and algorithmic opacity highlight the challenges to
the trustworthiness of AD. Crucially, micro-level trustwor-
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Fig. 2: Structure of the overall research.

thiness dictates macroscopic transportation performance:
ego-AV failures amplify traffic shockwaves, whereas reli-
able AI-driven AVs smooth mixed-traffic flow and enhance
network throughput [4]–[7]. Given this profound system-
wide impact, establishing the trustworthiness of AI-driven
AD has become an imperative priority for both academia
and industry [8]. Therefore, to cultivate highly trustworthy
AD that truly empowers ITS, all dimensional indicators
of the AD system should be fully ensured and validated.
Among these trustworthiness measures, interpretability,
robustness, and exactness stand out as key evaluation
dimensions, each with its significance:

Interpretability, an important adjunct for trustwor-
thiness, is vital for AD because modern architectures
heavily rely on opaque deep neural networks (DNNs)
and hallucination-prone large language models (LLMs)
[9]. Operating end-to-end, such systems introduce severe
vulnerabilities in safety-critical edge cases, where the
inability to audit the causal logic of behavioral anoma-
lies leaves AD legally unaccountable [10]. Furthermore,
global regulations such as the General Data Protection
Regulation (GDPR) have also explicitly demanded al-
gorithmic fairness and transparency alongside efficiency
[11]. As a result, to satisfy both regulatory mandates
and road users’ expectations, enhancing interpretability
is an urgent imperative to address these challenges and
ultimately bolster public trust in AD. At the system level,
interpretable AD fosters predictable interactions in mixed-
traffic environments, thereby reducing traffic conflicts and
improving the overall throughput of the road network.

Robustness is another key factor for fostering public
trust in AVs, as it guarantees reliable operation across
increasingly diverse scenarios [12]. However, the reliability
of AD systems remains persistently challenged by the in-
tricate interplay of complex traffic dynamics, architectural
limitations, and adversarial interference. In particular,
inherent ‘blind spots’ resulting from incomplete data
modalities, long-tail distributions, and domain shifts in-
troduce unpredictable failure modes that remain resistant
to traditional optimization techniques [13]. Consequently,
the capacity of AVs to sustain optimal performance under

limited perception and within harsh, real-world edge cases
(e.g., extreme weather or anomalous road conditions) is
not merely a technical metric; it is a critical prerequisite
for aligning AD systems with public trust. Macroscopi-
cally, robust AD avoids unpredictable disengagements and
sudden braking, which are primary triggers for phantom
traffic jams and network-wide congestion.

Exactness serves as a foundational cornerstone for AD
trustworthiness, demanding high-fidelity execution with
rigorous accuracy and minimal latency across perception,
prediction, and decision-making [14]. Nevertheless, the re-
lentless expansion of model complexity often conflicts with
onboard resource constraints, forcing a critical trade-off
between computational overhead and precision [15]. To ad-
dress this challenge, it is imperative to rigorously charac-
terize and maintain AD exactness, as any divergence from
precise control directly undermines the safety guarantees
upon which public confidence relies.Furthermore, from a
system perspective, such precise execution is indispensable
for advanced cooperative driving applications, such as ve-
hicle platooning and vehicle-to-everything (V2X) enabled
intersection scheduling, which can significantly multiply
road capacity.

While existing research has used robustness and in-
terpretability as key pillars of trustworthiness [16], no
published study has yet comprehensively generalized these
aforementioned issues to AD with AI. To bridge this gap,
we present this research and further highlight the following
contributions.

• This research reviews the key benefits and existing
challenges that AI technologies represented by DL
and AIGC have played in the historical development
of AD, and highlights the importance and necessity
of research into trustworthy AD with AI.

• To the best of our knowledge, this is the first
research to verify the trustworthiness of AD from the
three perspectives of interpretability, robustness, and
exactness of AD to enhance public trust, with an in-
depth exploration of the internal working mechanism
of AD with AI.

• We provide a systematic analysis and comparison
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of various AI categories that open new avenues
for AD systems. Complementing this, we propose a
multi-scale trustworthiness framework for AI-based
AD, extending from ego-AV intelligence to ITS, and
outline key challenges and insights regarding its
trustworthiness.

The remainder of this research is organized as follows.
Section II provides a brief overview of AD with AI. Section
III-V review the interpretability, robustness, and exactness
of AD. Section VI identifies open challenges and potential
directions. Finally, Section VII concludes the research. The
organization of this research is illustrated in Fig. 2.

II. Background
This section provides a brief overview of two paradigms

in the history of AD development, as well as the driving
forces and potential challenges that AI technologies, rep-
resented by traditional DL and emerging AIGC, bring to
AD.

A. AD
Looking back at AD’s evolution, two paradigms have

dominated: modular and end-to-end [17]. As shown in
Fig. 3, traditional AD systems employ a modular ar-
chitecture that excels in interpretability and localized
debugging. However, this unidirectional, cascaded pipeline
suffers from degraded accuracy and efficiency in complex
scenarios due to three architectural bottlenecks: (i) Cas-
cading Error Propagation, where minor upstream errors
compound sequentially downstream without closed-loop
feedback; (ii) Information Representation Bottlenecks,
where compressing high-dimensional environmental data
into low-dimensional intermediate states filters out critical
context for edge cases; and (iii) Optimization Objective
Misalignment, wherein modules are trained in isolation via
surrogate loss functions rather than global driving metrics.

In contrast, end-to-end AD uses raw sensor data as
input and incorporates the vehicle’s functional processes
such as perception, planning, and decision-making into
a co-trainable model, aiming to optimize the final task,
mitigate error accumulation, and improve computational
efficiency. However, it is currently limited to handling
simple driving tasks and severely lacks interpretability.
Against this background, it is crucial to provide further
theoretical proof for the safety and trustworthiness of
AD, such as a deeper understanding of scenarios, efficient
decision-making, and an explanation of specific network
behaviors.

B. AD with DL
As a key enabler for AD, AI techniques, especially

DL, have always been essential to AD [18]. For instance,
convolutional neural network has replaced early manual
feature representations and shown impressive performance
in visual perception tasks [19]. While traditional DL
solutions have achieved remarkable results in AD de-
velopment, most can only rely on existing multi-modal

data for subsequent operations [20]. There are still sub-
stantial technical barriers to large-scale high-quality data
requirements, universal model generalization, and reliable
performance guarantees.

Specifically, (i) applying DL to AD requires large-scale,
high-quality training data, which is costly to collect, and
the training typically consumes a lot of energy and com-
puting resources; (ii) DL models are prone to overfitting,
leading to limited generalization, particularly regarding
the long-tail issue of AD; (iii) catastrophic forgetting and
susceptibility to adversarial attacks further challenge the
efficiency and robustness of AD; (iv) moreover, the black-
box nature of highly non-linear DNNs hinders human
understanding of decision-making, raising major ethical
and legal concerns [10]. Therefore, exploring trustworthy
AI solutions or enhancing DL’s robustness and compre-
hensibility is essential to strengthen AD systems.

C. AD with AIGC
AIGC as a breakthrough AI paradigm generates innova-

tive content by learning from massive datasets, undergoing
a human-like process evolving from imitation to creation
[21]. Research indicates that integrating AIGC into AD
systems significantly enhances driving experience and
safety. Specifically, by synthesizing data from on-board
sensors, road conditions, and maps, AIGC achieves a
comprehensive understanding and accurate prediction of
AD scenarios [22]. Furthermore, through collaborative
optimization of control and user interaction modules,
AIGC facilitates efficient execution of deriving behaviors,
thereby enhancing the safety, stability, and intelligence of
AD.

Despite AIGC’s potential for AD, trustworthiness re-
mains a critical obstacle [23]. First, AIGC’s hallucinatory
nature leads to low model transparency, making the ratio-
nale behind its generated content and decisions difficult
to explain, which weakens AD decision trustworthiness
[24]. Second, AIGC models are vulnerable to adver-
sarial attacks during training and fine-tuning; unclean
data severely damages downstream AD tasks relying on
these foundation/generative models, compromising AD
stability and robustness. Lastly, high resource consump-
tion throughout the AIGC lifecycle challenges resource-
constrained edge devices in ensuring precise, efficient,
and time-sensitive AD execution. Together, these factors
significantly impact public trust in AD.

III. Interpretability for AD Trustworthiness

To enhance public trust, AD systems need to provide
a trustworthy explanation for their actions. This sec-
tion outlines recent advances in traditional interpretable
methods and innovative LLMs for AD interpretability.
The classification of interpretable AD methods in this
research is presented in Fig. 4 and representative studies
are illustrated in Table I.
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TABLE I
Representative research that can be used to interpret the internal working mechanisms of AD (Sec. 3).

Ref.
No.

Interpretable technique(s) for AD Interpretable Operation(s) for AD
feature

attribution
visual

explanation
latent

representation LLM perception decision planning control
Interpretable-ICCV’17 [25] ✓ ✓

Visualbackprop-ICRA’18 [26] ✓ ✓
Grid saliency-NeurIPS’19 [27] ✓ ✓

Explaining-CVPR’20 [28] ✓ ✓
Explainable-CVPR’20 [29] ✓ ✓ ✓

Drive-ICCV’21 [30] ✓ ✓
NEAT-ICCV’21 [31] ✓ ✓ ✓

Learning-ICRA’21 [32] ✓ ✓
Multitask-CVPR’21 [33] ✓ ✓

Interpretable-TITS’21 [34] ✓ ✓
ThirdEye-ASE’22 [35] ✓ ✓
PlanT-CoRL’22 [36] ✓ ✓

GPTDriver-NeurIPS’23 [37] ✓ ✓
Driving-ICRA’24 [38] ✓ ✓ ✓

Deepsecdrive-IS’24 [39] ✓ ✓
Driving-WACV’24 [40] ✓ ✓
VLAAD-WACV’24 [41] ✓ ✓
RAGDriver-RSS’24 [42] ✓ ✓ ✓ ✓ ✓

DiLu-ICLR’24 [43] ✓ ✓
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Fig. 3: The developmental paradigm of AD and the impact
of traditional DL and emerging AIGC during its evolution.

A. Traditional Interpretable Methods for AD
Self-enhancing AD models and post-AD explanations

are two primary approaches to improve AD interpretabil-
ity [44]. The former continuously improves explanation
capabilities through learning and optimization to elucidate
internal mechanisms, whereas the latter leverages post-hoc
insights like saliency maps from trained models. Below, we
briefly review three major categories of interpretable AD
methods.

Feature Attribution. As a model-agnostic technique,
feature attribution quantifies the contribution of input fea-
tures to AD outputs, offering finer-grained interpretation.
Notably, the shapley additive explanation (SHAP) stands
out as the only expectation-based feature attribution
method that is both locally accurate and consistent [45]. It
has been widely used to assess feature importance in AD;
for instance, [39] used SHAP to quantify feature impacts
for local and global decision explanations, while [46]
employed it to analyze critical attributes influencing road
accidents for prevention insights. Another classic approach

is gradient-based attribution [26], [47], [48]. For example,
[49] introduced RestoreX-AI under attention maps to
evaluate restored images by weighting loss, improving
object detection in adverse weather. Generally, gradient-
based methods reflect input importance by analyzing the
gradient of network outputs relative to inputs, thereby
explaining AD behaviors.

While valuable, feature attribution methods like SHAP
and gradients become highly unstable when handling non-
linear, high-dimensional data. They are prone to gradient
explosion or vanishing issues and lack a comprehensive
analysis of complex, cross-dimensional feature interac-
tions. This presents a significant challenge for AD systems
requiring large-scale data processing and high-temporal
assurance.

Visual Explanation. AD advancement heavily relies
on DNNs for processing visual streams,making visual
interpretability crucial. Two primary tools, attention and
saliency maps, are often combined to enhance understand-
ing.

a) Saliency map is the most widely used post-AD
explanatory technology, highlighting critical image regions
to visualize how input data impacts AD behavior [27]. For
instance, [50] mapped AD traffic entity behaviors into a
Markov decision process to forecast waypoints, utilizing
saliency maps to explain internal reasoning and avoid AD
collisions. Mohseni et al. [51] used VisualBackProp [26] to
generate teacher model saliency maps, training the student
model to predict the failure probability of AD’s steering
control. Similarly, [52] utilized saliency maps to guide
generative adversarial networks, producing informative
counterfactual explanations near AD decision boundaries.
However, saliency maps only feature input-level high-
lights without explaining the underlying decision-making
mechanism. Consequently, they offer relatively weak in-
terpretability, and their effectiveness remains difficult to
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Fig. 4: Summary of methods for interpretable AD. They
enable humans to gain a deep and thorough understanding
of the internal mechanisms of AD behavior, thereby
enhancing trust in AD systems.

assess [53].
b) Interpretable attention stems from learned atten-

tional weights learned within neural networks, highlighting
specific features or regions to provide visual interpreta-
tions of local effects on AD decisions [25]. Several studies
have utilized attention weights to adaptively aggregate im-
portant features from intermediate feature maps, pooled
from either fixed grids or diverse regions of interest [28],
[54]. For example, DRIVE [30] simulates top-down and
bottom-up visual attention to highlight critical areas for
driving decisions. Thirdeye [35] converts attention maps
into confidence scores to predict and distinguish safe ver-
sus unsafe driving behaviors. Recent Transformer advances
have further enhanced AD interpretability. Specifically,
[40] converted image features into concept scores and
employed Transformer attention to determine when to
display automated explanations to the driver. PlanT [36]
proposed an object-level Transformer along with an eval-
uation protocol to interpret AD decisions. Indeed, while
the attention mechanism provides valuable insights, it is
typically model-specific and can capture nuances diverging
from human intuition, thereby affecting AD trustworthi-
ness. More importantly, [55] challenges this paradigm by
demonstrating that learned attention mechanisms do not
necessarily increase neural network transparency.

Interpretable Latent Representation. Complex driving
environments often render AD inputs high-dimensional
and opaque. Moreover, because human driving behav-
ior is driven by unobservable latent factors, mapping
complex data into low-dimensional, meaningful latent
spaces has become a crucial strategy to enhance AD
decision interpretability [32]. For example, [56] compressed
perceptual information and internal states into a latent
space to extract low-dimensional semantic representations
for decision interpretation. Similarly, [34] introduced a
sequential latent environment model whose generated
semantic bird’s-eye-view masks provides automatic ex-
planations of environment understanding; however, its
model-free policy learning lacks insight into the model
underlying decision-making mechanics. Additionally, [57]

applied evidential DL to map epistemic uncertainty to
low-dimensional latent variables for trajectory prediction.
Although this approach requires only a single forward
pass without out-of-distribution training, its slow training
process limits the latent space’s representational capacity.
To enhance safety, [58] introduced an interpretable sensor
fusion Transformer that utilizes target density maps and
traffic rules from the encoder to constrain actions within
safe sets.

While these methods offer valuable insights, they remain
susceptible to the interpreter’s subjective bias. Further-
more, most existing works are limited to specific auxiliary
AD tasks, rather than providing a comprehensive, end-to-
end quantitative analysis.

B. LLMs for interpretable AD
As a natural vehicle for human comprehension, nat-

ural language is a crucial catalyst for building trust in
future AD. Unlike traditional DNN-based interpretable
methods, LLMs excel in natural language processing,
commonsense reasoning, and human-machine interaction,
bringing revolutionary possibilities for AD transparency
[66]. Specifically, by fusing their inherent commonsense
with multi-source data, such as onboard sensors, road
conditions, and maps, LLMs can deeply comprehend AD
scenarios and narrow the knowledge gap between AD
systems and human experts, thereby enhancing driving
safety and trustworthiness [67]. Consequently, LLM-based
interpretable AD has emerged as a vibrant and crucial
research frontier.

Visual Language Understanding and Reasoning. The
exceptional language generation, visual understanding,
and reasoning capabilities of LLMs provide essential tools
for AD interpretability [38]. For instance, DriveGPT4 [68]
and VLAAD [41] introduced visual command adaptation
to AD, effectively interpreting AV actions across diverse
driving scenarios through fine-tuning. Recent research has
extensively explored integrating LLMs directly into AD
systems as core modules for decision-making and reasoning
to enhance transparency [69]. For instance, GPT-Driver
[37] reformulated motion planning as a language modeling
task, leveraging LLMs to generate highly interpretable
trajectory descriptions by visualizing inference outputs,
highlighting key objects, and assessing their potential
impacts. [70] integrated LLMs into AD systems to dynam-
ically adjust driving behaviors based on vocal commands,
fostering user trust and system interpretability. Collec-
tively, these studies demonstrate that LLMs can serve
as high-level decision engines to significantly elevate AD
interpretability.

Memory and Experience Integration. A key advantage
of human driving is the continuous accumulation of experi-
ence, a capability researchers seek to empower LLMs with
[42]. For example, [71] proposed an AD system emulating
human driving via environment, agent, memory, and
expert modules, demonstrating for the first time LLM’s
ability to interpret and interact with AD environments.
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TABLE II
Driving datasets or benchmarks with additional annotations for evaluating the interpretability of AD systems and

the characteristics of each.
Benchmark Original Dataset Size Key highlights

BDD-OIA [29] BDD100K 23K videos (5s) ∗ object-based interpretation with 4 actions and 21 annotation extensions
DQA [38] generated by GPT 160K QA pairs • the same expert LLM grader (GPT-3.5) for performance evaluation

VLAAD [41] HDD
BDD, BDD-X

64K video
instruction-following

∗ integrateing visual instruction-tuning into AD
∗ public release of VLAAD weights

BDD-X [54] BDD 7K videos (40s) • textual driving description and explanation with timestamps for AVs
Reason2Drive [59] nuScenes

Waymo, ONCE
over 600K

video-text pairs
∗ a distinctive chain-based reasoning (perception-prediction-reasoning)
∗ a novel evaluation metric for addressing the semantic ambiguity

HDD [60] - 104-hour driving • a novel annotation that decomposes driver behaviors into a 4-layer
representation: Goal-oriented, Stimulus-driven, Cause, and Attention

CTA [61] - 1935 videos (17.7s) ∗ an accident analysis benchmark with time intervals and semantic labels
Talk2Car [62] nuScenes 850 videos

(11959 commands) • the first object referral dataset with natural language AV commands

DoTA [63] - 4,677 videos (73,193s) ∗ the first publicly-available When-Where-What pipeline dataset with
temporal, spatial, and categorical annotations

Lyft Level5 [64] - 162K scenes (25s) • the largest motion prediction dataset available at launch for planning
BDD-A Extended [65] BDD-A 1103 videos (10s) ∗ a dataset solution for explanation timing, necessity, and content

DiLu [43] incorporates human knowledge into AD through
a framework equipping the driving agent with reasoning,
reflection, and memory modules. Its memory module
stores past driving cases and integrates them with existing
knowledge for efficient interpretation. [72] introduced tool
libraries and cognitive memories to gather and interpret
environmental information; the former extracts data from
neural module outputs, while the latter stores driving rules
and experiences. Together, these enhancements make AD
information collection and decision-making more transpar-
ent and explainable. Ultimately, these methods not only
boost LLM generalization but also simulate the human
driving learning process, providing valuable insights for
interpretable AD development.

Evaluation and Benchmarks. To interpret AD behav-
iors, early efforts focused on annotating datasets for
explanation generation [29]. Supervising neural networks
with these explanations has proven effective, though
acquiring such annotations is challenging and relies on
strong assumptions [54]. In the LLM era, researchers have
constructed advanced evaluation datasets and benchmarks
to enhance AD interpretability. For instance, Talk2Car
[62], the first object referral dataset, provides natural lan-
guage instructions for AVs. Building on this, interpretable
reasoning datasets such as DQA [38] and Reason2Drive
[59] were proposed to comprehensively evaluate the ex-
planatory and chain-of-thought reasoning capabilities of
LLMs in AD scenarios. These benchmarks, which quantify
and compare different methodologies while guiding future
interpretability research, are summarized in Table II.

In general, LLM unlock new possibilities for elevating
AD intelligence and interpretability. However, AD systems
cannot fully rely on LLM outputs for final decisions,
as LLM hallucinations can easily generate inaccurate
information [24]. Furthermore, most existing works remain
confined to specific tasks or scenarios, leaving a substantial
gap before practical product application. To ultimately
achieve a trustworthy and transparent AD system, future
research must construct a more durable, universal, and se-
cure LLM-integrated AD architecture while continuously

enhancing its generalization capabilities and safety.

IV. Robustness for AD Trustworthiness
To enhance reliability and public trust, AD systems

must adapt to harsh and challenging environments. This
section reviews research on AD robustness, focusing on
the challenges of incomplete and inconsistent driving data,
as well as susceptibility to cyber-attacks. Representative
studies are presented in Table III.

A. Absent Data Completion
AD systems rely heavily on high-quality environmental

data to ensure efficient module collaboration and safe
operation. However, real-world challenges, such as sensor
limitations, adverse weather, and occlusions, often result
in defective or incomplete data, severely compromising
road safety [73]–[75]. To address the weak robustness
of AD models caused by missing data, this subsection
explores the perspective of data completion, as illustrated
in Fig. 5. The specific content is elaborated below.

Uni-modal Data Completion. It aims to fill in absent
data using single-type data algorithms to achieve more
efficient and robust AD. Current methods are primar-
ily statistical-based and DL-based. For instance, [76]
proposed a graphics processing unit (GPU)-based IDW
interpolation algorithm to quickly interpolate missing
road LiDAR data, improving AD robustness against AV
occlusion. To handle camera failures,, a plug-and-play
MVR was introduced for robust absent view recovery [77].
From a missing data detection perspective, [78] proposed a
two-step approach, combining supervised learning for class
boundaries with semi-supervised refinement of normal
distributions, to identify LiDAR data missing due to
rainfall degradation, defining the anomaly score as the
distance from the query sample to the normal class.

While uni-modal data completion shows promise in AD
robustness, statistical approaches typically require strict
priors, significantly limiting model generalization [79].
Meanwhile, DL-based methods often necessitate extensive
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TABLE III
Representative studies focusing on enhancing the

robustness of AD systems.

Technique(s)
Scope(s) Sample Model

Absence
completion

uni-modal [76], [78] [77]
multi-modal [81] [82]–[84]

Model
Generalization

DA [85], [86] [85]–[87]
ZSL/FSL [88] [89]–[91]

OWL - [92]–[94]
Adversarial

Attacks
detection [95]–[97] [98]
defense [99] [100], [101]

C
am

era
E

ncoder

Output

L
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A
R

E
ncoder

Feature com
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Input

Fig. 5: Interpolating data with complementary LiDAR and
camera inputs for robust AD.

training data. These limitations highlight the constraints
of single-type sensors, such as the short-range semantic
richness of cameras versus the long-range precision of
LiDAR, which suffer from data singleness [80]. Therefore,
further research into effective imputation for individual
data types remains vital.

Multi-modal Data Completion. It interpolates data by
exploiting complementary modalities to enhance the reli-
ability and security of AD [82]. It outperforms uni-modal
completion by utilizing clear streams for supplementary
information. For instance, MetaBEV [83] addresses robust-
ness issues in 3D detection and map segmentation caused
by missing sensor signals. UniM2AE [102] facilitates multi-
modal masked input reconstruction via a unified 3D
volume space. AutoFed [81] uses an inter-modal autoen-
coder with residual connections to interpolate missing
modalities, outperforming zero-padding in precision and
recall. To improve flexibility, ST-MVDNet [103] introduces
a mutual learning pipeline that prevents over-reliance
on a single sensor when LiDAR or radar is partially
absent. Similarly, [104] presents a symmetric semantic
segmentation architecture that ensures reliable operation
if either LiDAR or RGB data is corrupted. For severe
data loss, SMIL [84] introduces Bayesian meta-learning,
outperforming baselines like autoencoders and GANs.

While many studies improve AD robustness through
multi-modal approaches, most rely on complete modali-
ties, with few addressing missing data completion [105].
Additionally, heterogeneous modalities (e.g., images, text,
audio) poses challenges in data alignment, synchroniza-
tion, noise processing, real-time computational efficiency,
and data privacy. Further research in these areas is crucial
to enhancing AD system robustness.



Sim Day Sun



Real Night Snow

Target
domain

Source
domain

Fig. 6: Applying DA across various scenarios, such as
simulation-to-real, day-to-night, and sun-to-snow transi-
tions, enhances AD robustness.

B. Model generalization
Model generalization is crucial for practical AI-based

AD, enabling AVs to perform effectively across diverse and
dynamic real-world domains [106]. However, real-world
data often exhibits significant environmental discrepan-
cies, and data annotation incurs substantial costs [107].
To address these challenges, this subsection reviews key
techniques aimed at enhancing the robust generalization
of AD models.

Domain Adaptation (DA). It aims to transfer behavioral
capabilities learned by AD models from a known source
domain to a different but related target domain by narrow-
ing the domain gap (i.e., inconsistent data distributions)
[108], as illustrated in Fig. 6. Recent studies have focused
on environment transitions (e.g., sun-to-rain/snow/fog) to
enhance AD robustness [109], particularly addressing ex-
treme weather conditions by employing specific strategies
like GAN-based synthetic weather augmentation, image
denoising, and comprehensive all-weather data training
[110], as well as knowledge amalgamation [111] for reliable
object detection. Below is a common classification of DA
methods.

a) Self-supervised DA (Self-DA) enables AD models
to learn task features even in unlabeled datasets [87].
For instance, [112] improves visual navigation in unseen
environments via global map consistency, whiSSTN [113],
a DNN-based self-supervised thermal network, leverages
mutual information to transfer knowledge from the visible
to the thermal spectrum for robust object detection.

b) Semi-supervised DA (Semi-DA) aims to enhance
AD generalization by utilizing unlabeled target samples
alongside limited labeled target data [114]. For example,
SSDA3D [86] boosts 3D object detection across Waymo
and nuScenes, and ECACL [115] provides a unified frame-
work integrating categorical alignment, data augmenta-
tion, and consistency learning.

c) Unsupervised DA (UDA) tackles target domain
learning using labeled source data and unlabeled target
data [116] via adversarial training, self-learning, or style
transfer. ST3D++ [85] applies a self-training pipeline for
3D object detection from point clouds, while SF-UDA3D
[117] introduces the first source-free UDA method for
radar-based 3D detection.

Despite these advancements, existing DA works face
limitations [118]. Notably, performance in the source do-
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Fig. 7: Illustration of OWL-empowered AVs shows how
they learn from and adapt their decision-making pro-
cesses to dynamic real-world environments by integrating
unknown rejection, novel class discovery, and continuous
learning.

main often degrades after adaptation [119]. Furthermore,
the increased model uncertainty introduced by DA poses
additional safety risks for AD systems.

Zero/Few-Shot Learning (ZSL/FSL). It enables AD
models to generalize to unseen categories with minimal or
no labeled samples [88]. Leveraging techniques like word
embedding projection, ZSL and FSL are widely used to
enhance AD robustness in data-scarce or hard-to-annotate
scenarios [89]. For example, ZeroDepth [90] enables ZSL
target domain perception and monocular depth estimation
for AD. [91] develops a reflection representation learn-
ing module and an interchange-recomposition-coherence
process to improve Retinex-based image decomposition,
boosting AD robustness across zero-shot day-night do-
mains.

While ZSL and FSL offer promising data-efficient ap-
proaches for AD generalization, they heavily depend on
the quality of attribute descriptions and the capture of
semantic relations, challenging the efficient exploration of
new categories in AD [120]. Furthermore, these models
remain sensitive to adversarial examples, and ensuring
their real-time timeliness remains difficult.

Open-World Learning (OWL). It integrates unknown
rejection, novel class discovery, and continuous learning,
enabling AVs to adapt to dynamic real-world environments
and improve driving behavior over time [92], as shown in
Fig. 7. Several studies have explored this paradigm: OSDA
[93] leverages a contrastive vision-language pre-trained
model to improve category granularity in open scenes;
[121] foucses on traffic sign detection and visual odometry
to support safe generalization; ADOS [94] tackles open-
set perception by introducing a novel definition of objects
of interest and a segmentation-context score evaluation;
and the Tianmouc vision chip [122] enables accurate, low-
latency, and reliable operations under extreme open-road
conditions.

While OWL shows promise in specific AD applica-
tions, current performance cannot fully eliminate potential
safety hazards. are needed to fully achieve it, in which the
To build an advanced OWL system for AD, future multi-
dimensional efforts must focus on achieving anti-fragility
rather than mere robustness [123].

C. Detection and Defence of Adversarial Attacks
While AD systems offer transformative mobility, their

high vulnerability to adversarial perturbations and cyber-
attacks poses significant safety and reliability challenges
[124]. Implementing efficient mechanisms to counter ma-
licious risks is therefore crucial to ensure AD robustness
[125]. This subsection reviews existing literature across
two core themes: adversarial detection and defence, as
shown in Fig. 8.

Adversarial Detection. It evaluates AD system behaviors
under various malicious inputs to identify AD robustness
bottlenecks [126]. To evaluate vulnerability in diverse
environments, [127] introduced scene-specific optimization
to enhance attack transferability in real 3D settings,
while [95] leveraged VLM-generated synthetic data to
assess AV performance under weather-aliasing label shift
attacks. From a multimodal perspective, [96] proposed
an uncertainty-based adversarial input generation method
that injects sparse adversarial points to render AVs un-
detectable in radar-camera fusion models. Beyond static
offline evaluations, EAA [98] dynamically adjusts attack
strategy in real time based on the active perception-
decision-control state of the AD system, while AdvSim
[128] simulates safety-critical scenarios to detect systemic
vulnerabilities under environmental and adversarial stress.

Adversarial Defence. It focuses on developing active
countermeasures, such as model hardening and adversarial
training, to maintain system security during attacks [129],
[130]. For example, SIHFR [99] provides a lightweight
defence to resist adversarial patch attacks on AV man-
ufacturing and recognition protection. To counter acous-
tic threats, [100] presented a multimodal defence model
utilizing both voice commands and 2D images against
inaudible command injections. In perception domains,
[131] developed a stereo regularizer that guides models to
learn implicit geometric constraints between left and right
images, thereby mitigating visual adversarial vectors. Ad-
ditionally, for classification sub-modules, [101] introduced
a structure-based learning approach that leverages self-
supervised data augmentation to alleviate attack degra-
dation.

Real-world AD development necessitate adaptive detec-
tion and defence mechanisms that balance robust secu-
rity with operational performance across diverse onboard
devices [126]. Promising research directions include inte-
grated detection-defence frameworks, alongside dynamic,
uncertainty-aware, and lightweight defence algorithms.
Furthermore, because empirical defenses remain suscepti-
ble to evolving adversarial variants, developing certified
robustness solutions [132] is critical to fundamentally
break the perpetual cycle of attacks and defenses in AD
environments.

V. Exactness for AD Trustworthiness
Enhancing public trust in AD requires AVs to perform

high-performance tasks with real-time precision. This
section focuses on the exactness of environmental sensing,
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Fig. 8: Adversarial attack detection and defence in AD
systems.

decision-making, and execution, achieved through both
ego-AV intelligence and collaborative interconnection. We
deeply explore the exact performance characterization of
AD models in training, inference, and scheduling under
resource constraints.

A. Real-time Precision Assurance
Real-time adaptation and precise behavioral operations

are critical to the trustworthiness of AD systems [14], as
users favor lower latency and higher precision. This section
explores task processing performance from the perspective
of real-time precision to assure exact AD.

High Precision. While DNNs readily achieve high preci-
sion in visual perception [133], as evaluated by metrics
like mean average precision (mAP) and mean inter-
section over union (mIoU), extensive research has also
focused on optimizing downstream planning and control
modules. For instance, a high-precision motion controller
with decoupled lateral and longitudinal error control
significantly improved off-road tracking [134]. Another
study achieved sub-metre (often decimetre) navigation in
GPS-challenged urban environments [135]. On the KITTI
dataset, a street-stereo-based 3D reconstruction method
[136] yielded 94.8% pose estimation accuracy (errors < 3◦

in orientation, < 33 cm in position). To accelerate accurate
dataset labeling, DeepBbox [137] uses tight pre-labels for
ground truth generation; its application on Cityscapes
increased target edge precision by 37.7% with an error
under 1%.

Real-time. Real-time assurance is equally vital for
computing-sensitive tasks [138]. Techniques like convolu-
tion decomposition and channel shuffling are widely used
for acceleration. For 3D point cloud detection, RT3D
[139] utilized posture-sensitive feature mapping and pre-
RoI pooling to reduce computational overhead to 0.09
seconds, shorter than typical LiDAR scanning cycles, while
preserving accuracy. Furthermore, a meta-framework for
benchmarking real-time segmentation [140] separated en-
coder and decoder modules to achieve approximately 16
fps on a Jetson TX2. MultiNet [141] unified classification,
detection, and semantic segmentation at over 23 fps, while
R-TOD [142] reduced the end-to-end latency of a YOLO
v3-based detection system from 1070 ms to 261 ms.

Balance real-time execution and precision is a key
challenge for AD exactness [143]. On the Argoverse-

HD dataset (Tesla V100), a streaming perception sys-
tem integrating data augmentation, Bag-of-Freebies, and
Transformers achieved 34.6 stream AP [144]. To balance
tracking precision and computational speed in AV non-
linear tracking, FI-MPC [145] introduced a rule-based
convergence criterion framework; it outperformed LMPC
in precision by 52.7% and reduced computation time by
76.3% compared to NMPC. High precision and low la-
tency significantly enhance human trust in AD. However,
technological advances also increase model and data com-
plexity [146]. Providing high-performance collaborative
computing via edge infrastructure (base stations, roadside
units, and clouds) offers an efficient solution [147], making
real-time precision guarantees in edge-empowered AD
scenarios particularly essential.

B. Methods for Exact AD
The transition from ego-AV intelligence to collabora-

tive interconnection moves AD model processing from
reliance on a single entity to multi-node computational
collaboration [148]. This section reviews current research
on exact AD methods across four dimensions: efficient
training, lightweight compression, accelerated inference,
and resource scheduling. The visualization is shown in
Fig. 9.

Distributed Parallel Training. As the scale of AD
neural networks outpaces single-machine hardware ca-
pacity, accelerating parallel distributed training has be-
come imperative [149]. Federated learning (FL) addresses
this by enabling participants to upload parameters to a
central server for aggregation, reducing communication
overhead and accelerating AD model training [150]. For
instance, a FL framework with a dynamic federated
proximal algorithm optimized autonomous controllers for
connected AVs, achieving a 40% faster convergence speed
and significantly reduced tracking speed error on the BDD
and DACT datasets [151]. Alternatively, 3D parallelism
combines data (DP), tensor (TP), and pipeline paral-
lelism (PP) to map large-scale models to hardware by
partitioning computing tasks, data, and model structures
[15]. For example, GPU-accelerated data-parallel pipelines
optimized the frame rate and latency of an AD percep-
tion network [152]. Furthermore, to improve the training
efficiency of LLMs, [153] explored the most efficient
way to combine 3D parallelism on Frontier, maximizing
memory utilization across multiple GPUs and reducing
communication latency via hyper-parameter search.

While FL emphasizes privacy and distributed collabora-
tion, 3D parallelism focuses on hardware-scaling optimiza-
tion; both significantly enhance AD model performance.
However, in the LLM era, distributed training for AD
remains bounded by computing power guarantees and
heterogeneous resource management, necessitating further
breakthroughs in algorithms and system architectures.

Lightweight Model Compression. Deploying large-scale
AD models, especially generative models like LLMs and
VLMs, onto resource-constrained AVs is challenging.
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Fig. 9: Illustrative overview of approaches for achieving exact AD, including distributed model training, compression,
inference optimizing, and scheduling.

Model compression addresses this by optimizing model
weights or network architectures [154]. Prominent tech-
niques include knowledge distillation (KD) based on
teacher-student architectures [155], pruning by removing
redundant parameters [156], quantization by converting
high-precision parameters into low-precision counterparts
[157], and low-rank decomposition factorizing weight ma-
trices into low-dimensional representations [158]. For in-
stance, itKD successfully compresses point cloud-based 3D
object detection models [159]. CrossPrune, a multimodal
collaborative pruning framework, efficiently removes re-
dundant information from Camera-LiDAR features; eval-
uation on the KITTI and nuScenes datasets demon-
strates a 9.6% relative improvement in mAP at 89.8%
pruning sparsity [160]. To support AIGC-enabled AD,
recent studies have integrated multiple techniques [161].
For example, LQ-LoRA decomposes pre-trained matrices
into a memory-efficient quantized component and a high-
precision low-rank component [162]. By updating only the
low-rank component during fine-tuning, LQ-LoRA enables
memory-efficient adaptation of LLMs for downstream AD
tasks.

While compressed AD models accelerate task process-
ing, they can be highly sensitive to minor perturbations,
causing performance fluctuations. Therefore, further opti-
mization is required to enhance the stability of compressed
AD models while maintaining efficiency.

Model Acceleration Inference. The execution speed

of deployed AD models is often constrained by on-
board computing capacity, impacting latency-sensitive
AD tasks. Model inference acceleration mitigates this
by enabling faster task execution through model decom-
position or adaptive reasoning [163], particularly within
the Transformer architecture [164]. Extensively studied
techniques include the gated mixture-of-experts (MoE)
[165], threshold-based early-exit [166], key-value caching
to reduce memory I/O [167], and speculative decoding
[168]. For instance, AdaDet [169] introduces an entropy-
based early-exit adaptive object detection system. Fiddler
[170] optimizes the CPU-GPU dataflow, showing that
running expert layers on the CPU can incur lower latency
than transferring expert weights to the GPU, especially
for small batches. Recent research increasingly leverages
end-edge collaborative inference to enhance AD through
advanced interconnection [171]. For example, ADCI [172]
combines early-exit with model partitioning to enable
collaborative computing offloading between devices and
edge servers. Similarly, the MAB-based AdaEE [173]
framework dynamically learns optimal early-exit thresh-
olds from confidence distributions to improve cloud-edge
collaborative inference.

By trading space and precision for time, these methods
significantly accelerate critical perception and decision-
making AD tasks. Nevertheless, practical deployment
requires further consideration of power consumption, cost,
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and security. Future implementations must integrate on-
line incremental updates, adaptive mechanism adjust-
ments, and multi-parameter optimization to satisfy the
stringent real-time and safety constraints of AD.

Efficient Task Scheduling. The inherent uncertainty
of complex traffic environments mandates effective task
scheduling in AD systems to ensure real-time safety
responses [174]. To enhance the operational efficiency
of AD modules like perception, decision-making, and
control, extensive research focuses on adaptively managing
computing tasks across multi-dimensional resources (e.g.,
computing, storage, communication) and designing opti-
mization mechanisms such as heuristics and game theory
[175]. For example, with non-preemptive priority queuing
theory, [176] developed a Spark Streaming framework to
prioritize edge AD data, reducing the end-to-end delay of
high-priority tasks by 46% in Spark 2.3.0. To mitigate
latency variations from AV mobility, Portkey [177], a
distributed KV storage system, treats mobility as a first-
class primitive to prioritize rapid, albeit potentially subop-
timal, content access. Additionally, MDTS [178] improves
parallel scheduling for AD tasks; compared to particle
swarm optimization, it significantly optimizes task com-
pletion time, load balance, and operating costs through
experience-based allocation and exact node matching.
Given the rise of AIGC, research has expanded into
autonomous planning and scheduling for LLMs in AD
[179]. To address LLM inference offloading and resource al-
location in cloud-edge environments, an active reasoning-
based method with incentive guidance was introduced
[180].

While existing studies optimize scheduling via soft
operations like cache placement and offloading, the heavy
heterogeneity of underlying AD hardware still challenges
scheduler efficacy [181]. Therefore, developing scalable
scheduling frameworks with fault tolerance, priority man-
agement, and dynamic adaptation remains crucial, re-
quiring deeper integration with the onboard hardware
stack.

VI. Challenges and Opportunities
While shifting from ego-AV to multi-AV collaboration

is essential for AD evolution, ensuring system trustwor-
thiness remains critical. Fig. 10 illustrates a multi-scale,
full-stack framework that connects vehicle-level micro-
intelligence and network-level macro-performance, estab-
lishing a trustworthy evolutionary path for complex traffic
environments.

A. Micro-scale Trustworthiness: Ego-AV Intelligence
Ensuring operational safety of ego-AVs requires con-

fronting the inherent vulnerabilities of AI regarding trans-
parency and resilience. These challenges crystallize into
three core bottlenecks that necessitate a paradigm shift
in system design.

Knowledge Representation and Generative Inter-
pretability. While state-of-the-art vision-language-action

(VLA) models excel in common-sense reasoning, their in-
herent opacity precludes the rigorous causal transparency
required for safety-critical AD [182]. Transitioning to
trustworthy AI necessitates a deeper integration of data-
driven perception and logic-driven reasoning. To this
end, neuro-symbolic computing for embodied intelligence
offers a promising pathway [183]. By embedding explicit,
structured knowledge (e.g., traffic regulations and phys-
ical priors) as high-confidence constraints, this hybrid
architecture facilitates differentiable semantic alignment
through multimodal chain-of-thought (CoT) reasoning
[184]. In this framework, neural networks manage high-
dimensional perception, while symbolic logic serves as
a safety guardrail. This synergy mitigates the opacity,
ensuring decision traceability and behavioral auditability.

Generalization-Robustness Trade-off in Open-World
Perception. In open-world deployment, ego-AVs face a
fundamental tension between broad environmental adapt-
ability and rigorous security. Conventional defences often
compromise accuracy in long-tail scenarios, while DA
can introduce latent vulnerabilities to physical adversarial
perturbations [185]. Current evaluation methods, largely
confined to static digital domains, fail to capture the
complexities of real-world physical dynamics [186]. To
break this impasse, future research should pivot towards
intrinsic feature-layer defence and verifiable optimiza-
tion. By utilizing generative foundation models to sim-
ulate dynamic, physically consistent environments, we
can proactively map safety boundaries via reverse-probing
[187]. Furthermore, integrating provable safety bounds
with geometric constraints enables perception systems to
achieve generalized immunity against evolving, unknown
physical threats.

Computing Resource Explosion vs. On-Board Hardware
Constraints. Despite their unprecedented performance,
multimodal foundation models achieve general intelligence
through exponential parameter scaling, yet deploying
such computationally demanding algorithms in ego-AVs
is severely hindered by stringent physical constraints in
power, thermal dissipation, and real-time response [188].
Consequently, advancing ego-AV intelligence necessitates
a paradigm shift from traditional von Neumann architec-
ture towards lightweight, edge-native, and neuromorphic
computing. One promising trajectory lies in pairing brain-
inspired spiking neural networks (SNNs) with AD [189].
By leveraging asynchronous, event-driven processing, this
approach achieves minimal latency and microwatt-level
power consumption, effectively eliminating the computa-
tional redundancy inherent in continuous forward prop-
agation. Harnessing these spike-timing characteristics to
construct adaptive control loops ensures real-time, trust-
worthy perception within the stringent constraints of edge
hardware.

B. Macro-scale Trustworthiness: ITS
When AVs scale from isolated environments to complex

urban networks, ego-AV optimization can inadvertently
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Fig. 10: A multi-scale trustworthiness framework for AI-based AD: From ego-AV intelligence to ITS. The framework
maps structural bottlenecks to advanced computing paradigms and strategic solutions across the three pillars of
trustworthiness: accuracy, robustness, and interpretability.

compromise global traffic efficiency. This tension necessi-
tates a shift toward system-wide collaborative autonomy,
which faces three primary challenges.

Collaborative Perception and Distributed Situational
Awareness. Although ego-AV intelligence is constrained
by physical line-of-sight and vulnerable to adverse
weather, V2X-enabled collaborative networks effectively
mitigate perception blind spots [190]. However, multi-
node data synthesis poses significant challenges, notably
spatiotemporal asynchrony from heterogeneous sampling,
bandwidth-latency trade-offs, and network-level Byzantine
faults. Recent efforts have shifted toward lightweight
feature representation and adaptive alignment to resolve
these bottlenecks [191]. Specifically, roadside unit (RSU)-
enabled vehicle-to-infrastructure (V2I) frameworks now
allow for compressing tracking data into low-bandwidth
feature vectors, extending the predictive horizon to 2-
3 seconds at occluded intersections. Furthermore, in
global navigation satellite system (GNSS)-challenged ur-
ban environments, cooperative factor graph optimization,
leveraging vehicle-to-vehicle (V2V) relative ranging, en-
ables centimetre-level decentralized localization and high-
density platoon control [192].

Multi-Agent Game Dynamics in Mixed Traffic Flows.
The long-term coexistence of human-driven, connected,
and AVs creates highly uncertain, multimodal traffic
environments. Ego-AVs making isolated decisions often
struggle with collective interactions, leading to conser-
vative bottlenecks and stop-and-go waves. While multi-
agent cooperative control offers a solution, it constitutes a
non-convex, NP-hard global game; centralized computing

suffers from combinatorial explosion, whereas decentral-
ized edge nodes are limited by bandwidth and power
[193]. To address this, we favour a macro-micro synergetic
paradigm. Macroscopically, cloud-based quantum comput-
ing can formulate the multi-agent traffic coordination as
a quadratic unconstrained binary optimization (QUBO)
problem. By leveraging algorithms such as quantum
annealing (QA) or quantum approximate optimization
algorithm (QAOA), it extracts quantum parallelism to
rapidly solve massive game spaces, facilitating a ‘cloud-
heavy, vehicle-light’ deployment via reinforcement learning
and KD [194]. Microscopically, biomimetic swarm intel-
ligence over V2X networks (e.g., decentralized control
mechanisms inspired by artificial bee colonies or bird
flocking rules) enables self-organizing emergence (e.g.,
tight platooning and conflict-free coordination), effectively
alleviating individual computational and communication
burdens [195].

Edge-Cloud Digital Twins for Network-Wide Optimiza-
tion. Rising AV penetration necessitates a shift from ego-
centric safety to network-wide coordination. Traditional
decentralized ego-AVs routing or localized V2X triggers
often lead to selfish behaviors, converging toward a sub-
optimal Nash equilibrium and risking systemic gridlock
[196]. Achieving global optimality remains hindered by
spatiotemporal mismatches: millisecond-level trajectory
planning versus minute-level macroscopic regulation—a
latency-optimality tradeoff that centralized architectures
fail to reconcile [197]. To bridge this, we embrace a ‘macro-
bounding, micro-adaptive’ closed-loop digital twin (DT)
architecture leveraging edge-cloud collaboration [198].
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The cloud DT performs parallel simulations to forecast
network dynamics and define macroscopic fundamental
diagram boundaries. These boundaries are downlinked to
dynamically constrain the solution space of distributed AV
planners, ensuring millisecond-level local responsiveness
while driving global convergence. For instance, during
traffic incidents, the cloud predicts shockwave propagation
and allocates diversion quotas, empowering edge servers
to prune routes proactively and mitigate gridlock at the
source.

C. System-Level Evaluation, Governance, and Evolution
Validating the systemic contribution of AI-based AD

requires a fundamental paradigm shift: moving beyond
isolated, algorithm-centric metrics toward holistic, system-
oriented value assessments. This transition highlights
three key governance bottlenecks and outlines correspond-
ing evolutionary pathways for the ecosystem.

Cross-Scale, Multidimensional System-Level Evalua-
tion. Current AD evaluation paradigms predominantly
rely on vehicle-centric, micro-level proxy metrics, such as
mAP, IoU, and root mean square error (RMSE). While
essential for functional validation, these metrics fail to
capture the broader impacts of large-scale AD deployment
on macro-level road network operations [199]. To bridge
this gap, future frameworks must adopt a cross-scale,
multidimensional approach that evaluates system-level
synergies [200]. Specifically, assessment must shift toward
integrating vehicle-level functional safety with macro-
level traffic efficiency (e.g., throughput optimization and
congestion reduction), network-wide cascading resilience,
full-lifecycle emissions control, data governance, and social
mobility equity [201].

Distributed Governance and Full-Lifecycle Auditing. As
AVs increasingly merge into vehicle-road-cloud ecosys-
tems as mobile network nodes, the frequent exchange
of multi-source, heterogeneous data introduces significant
cybersecurity and privacy challenges. To address these, a
blockchain-based paradigm, leveraging decentralized trust
consensus and tamper-proof ledgers, offers a compelling
solution [202]. This framework facilitates full-lifecycle
compliance auditing across V2X collaborations, function-
ing as a distributed ‘black box’ for data accountability.
Crucially, it provides a mathematical foundation for for-
malizing causal liability attribution among ego-AVs, road-
side infrastructure, and cloud service providers, thereby
establishing a transparent and trustworthy framework for
modern transportation governance [203].

Multi-Level Cyber-Physical Testing Ecosystems. De-
ploying highly reliable AD systems necessitates integrated,
closed-loop testing platforms capable of handling multi-
scale feedback. Recent empirical studies [204] have high-
lighted that despite various emerging technical solutions,
there remains a persistent gap between academic algorith-
mic validation and the practical testing needs of industry
practitioners. Therefore, a significant opportunity lies in
breaking down existing toolchain silos to fully integrate

physical closed-course testing, microscopic traffic simula-
tion, regional dynamic DTs, and real-world ‘shadow mode’
data [205]. By continuously auditing and benchmarking
the system-level impacts of AI-based AD within this multi-
level matrix, we can effectively bridge the critical gap be-
tween algorithmic validation and trustworthy commercial
deployment.

Synthesis: Balancing Trustworthiness for Real-World
Applicability. Ultimately, translating AI-based AD from
academic benchmarks to real-world commercial deploy-
ment requires navigating the inherent trade-offs among
exactness, robustness, and interpretability. As synthesized
throughout this section, practical paradigms offer the
essential bridges to navigate these trade-offs. For instance,
neuro-symbolic architectures combine the robust percep-
tion capabilities of deep learning with the exactness and
interpretability of symbolic logic. By embedding explicit
traffic regulations and safety constraints into the learning
process, such architectures ensure that the AD system not
only adapts to complex, dynamic environments (robust-
ness) but also provides human-readable justifications for
its critical decisions (interpretability), thereby paving the
way for real-world certification and deployment.

VII. Conclusion
This research provides a comprehensive review of trust-

worthy AD across the core domains of perception, de-
cision-making, planning, and control. We first examine
how traditional AI and LLM paradigms enhance the in-
terpretability of AD behavior. We then address strategies
for improving AD robustness across diverse scenarios,
specifically focusing on missing data completion, model
generalization, as well as attack detection and defense
mechanisms. To further optimize operational exactness,
we explore solutions in distributed training, model com-
pression, inference acceleration, and task scheduling. By
synthesizing these, we propose a multi-scale trustwor-
thy evolution framework that bridges micro-scale ego-
AV intelligence with macro-scale ITS to foster reliable
AD; meanwhile, we discuss the remaining challenges and
opportunities to realize this vision.
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