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Abstract—The Internet of Things (IoT) ecosystem produces
vast quantities of multimodal data from diverse sources such as
sensors, cameras, and microphones. With the growing integration
of edge intelligence, IoT devices have evolved beyond simple
data collection units into intelligent edge nodes, necessitating
distributed learning paradigms to handle heterogeneous and
dynamic multimodal data effectively. Moreover, the real-time
nature of data generation and the limited storage capabilities of
edge devices call for an online learning framework. To address
these challenges, Multimodal Online Federated Learning (MMO-
FL) has emerged as a promising solution, enabling decentralized
and real-time model training across multiple modalities. However,
existing MMO-FL studies largely assume idealized environments
and overlook security threats. As a result, the security landscape
of MMO-FL remains severely underexplored. In practice, MMO-
FL introduces unique and complex security vulnerabilities across
three dimensions: spatial (federated), temporal (online), and
modal (multimodal). These characteristics make the distributed
and online data collection process highly vulnerable to adver-
sarial manipulation. To bridge this gap, we present the first
systematic study of data poisoning attacks within the MMO-FL
scenario. We begin with a theoretical analysis quantifying the im-
pact of such attacks on learning performance. To defend against
them, we propose a novel detection and mitigation algorithm
tailored specifically for MMO-FL systems. Extensive experiments
conducted on two real-world multimodal datasets, UCI-HAR and
USC-HAD, demonstrate that our approach effectively detects and
mitigates data poisoning attacks.

Index terms— Federated Learning, Multimodal Learning,
Online Learning, Poisoning Attack Detection and Mitigation.

I. INTRODUCTION

The rapid expansion of the Internet of Things (IoT) [
has led to an unprecedented surge in data generated by a
multitude of interconnected devices, including smart home
appliances [2]], wearable health monitors [3]], and industry
sensors [4]. To enable intelligent services and applications
across the IoT ecosystem, artificial intelligence techniques,
particularly machine learning and deep learning, has become
a fundamental tool for model training on large-scale IoT data.
Traditionally, such training has been performed in centralized
cloud platforms or data centers. However, this centralized
paradigm faces significant challenges as both the scale of
IoT data and the number of IoT devices continue to expand.
Transferring large volumes of raw data to centralized servers
imposes significant demands on network bandwidth and leads
to substantial communication overhead, rendering it imprac-
tical for latency-sensitive applications such as autonomous
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driving [5] and real-time healthcare monitoring [6]]. Addition-
ally, uploading sensitive user data to the cloud raises serious
privacy concerns [[7]. With the gradual evolution of IoT devices
from mere data collectors to intelligent edge nodes, there is
increasing potential to harness their computational capabilities
to address the scalability and efficiency challenges of massive
IoT deployments. In this context, federated learning (FL) [S]]
has emerged as a promising distributed learning paradigm.
FL enables collaborative model training across devices while
keeping raw data local, offering a cost-effective and privacy-
preserving alternative to traditional centralized learning. By
significantly reducing data transmission and ensuring local
data privacy, FL presents a natural and scalable solution for
deploying intelligent applications in IoT environments.

Traditional FL frameworks for IoT have primarily been
designed for unimodal data. However, in practice, [oT envi-
ronments are inherently multimodal, involving a diverse range
of sensors that generate data across multiple modalities [9]],
such as images from cameras, audio from microphones, and
structured text or signals from various functional sensors.
These multimodal inputs offer richer and more informative
representations, which are crucial for enabling robust decision-
making in complex scenarios. To accommodate this com-
plexity, Multimodal Federated Learning (MFL) has emerged
as an extension of standard FL, designed to support collab-
orative learning across distributed multimodal sources [10].
A typical approach in MFL involves deploying modality-
specific encoder networks, each tailored to a particular data
type, to extract meaningful feature representations from high-
dimensional raw inputs. These features are then fused and
passed through a head encoder, usually composed of deep
neural network (DNN) layers followed by a softmax classifier,
to produce the final prediction decision.
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Fig. 1: MMO-FL with Data Poisoning Attacks

With the rise of dynamic, real-time data collection in IoT



environments, Multimodal Online Federated Learning (MMO-
FL) has gained increasing attention as a promising framework
for distributed, privacy-preserving intelligence. However, as
an emerging research area, MMO-FL lacks thorough investi-
gation into its security vulnerabilities, with most prior works
assuming ideal, attack-free conditions. In traditional offline
unimodal FL settings, security-related issues have been widely
examined [11]-[15]. Nevertheless, these methods cannot be
directly extended to the MMO-FL scenario for two primary
reasons. First, offline FL assumes that all training data are
collected before training, resulting in static data distributions
and poisoning behaviors that can be analyzed offline without
requiring real-time attack detection mechanisms. In contrast,
MMO-FL continuously receives streaming multimodal data
across rounds, leading to dynamically evolving attack patterns
and requiring online detection and mitigation mechanisms.
Second, unimodal FL lacks cross-modal interactions and
therefore cannot address modality-specific threats inherent to
multimodal learning. In particular, the Modality Misalignment
Attack considered in this work deliberately disrupts semantic
consistency across modalities by mismatching modality pairs,
a type of attack that does not exist in unimodal settings. To
bridge this gap, we initiate the first systematic exploration of
data poisoning attacks (DPA) [[16] within MMO-FL, a threat
that significantly degrades learning performance.

Compared with conventional offline unimodal FL, MMO-
FL introduces more challenging security threats due to its
online and multimodal nature. In particular, these attacks
present unique challenges due to MMO-FL’s spatiotemporal
and multimodal characteristics: First, the temporal nature of
streaming data allows adversarial behavior to evolve across
rounds. Second, the multimodal structure enables attackers
to selectively poison specific modalities rather than entire
samples. Third, the federated setting permits localized attacks
targeting only a subset of clients. These factors collectively
complicate both the detection and mitigation of DPA and
highlight the urgent need for robust, adaptive defense strate-
gies. A schematic illustration in Fig. [I] highlights the diverse
manifestations of DPA across the spatial, temporal, and modal-
ity dimensions in MMO-FL. Motivated by these challenges,
this work conducts the first systematic investigation of data
poisoning attack detection and mitigation in the MMO-FL
framework from a security perspective. To the best of our
knowledge, no prior study has explicitly examined security
threats in MMO-FL. The main contributions of this work are
summarized as follows:

1) We investigate the problem of data poisoning attacks
in the MMO-FL framework, where the inherent hetero-
geneity across spatial (federated), temporal (online), and
modality (multimodal) dimensions introduces substan-
tially greater complexity than in conventional centralized,
unimodal, or offline learning settings. These challenges
highlight the necessity for a systematic research effort.

2) We provide a comprehensive theoretical analysis of
MMO-FL under the influence of data poisoning attacks.
The resulting regret bound explicitly captures the perfor-
mance degradation caused by such attacks, incorporating

additional analytical terms that characterize their impact.

3) To address data poisoning attacks in MMO-FL, we pro-
pose the Prototypical Attack Detection and Mitigation
(PADM) algorithm. PADM identifies attacks at the client
level by examining post-attack feature deviations, and
subsequently reduces their impact through adaptive mit-
igation strategies guided by attack classification.

4) We conduct extensive empirical evaluations of the pro-
posed PADM algorithm within the MMO-FL framework
using two representative multimodal datasets, UCI-HAR
and USC-HAD. The results show that PADM consistently
outperforms baseline methods, both in accurately identi-
fying the presence of attacks and in effectively mitigating
the impact of data poisoning within MMO-FL settings.

The remainder of this paper is organized as follows. Section
II reviews related work on multimodal FL, online FL, and data
poisoning attack in FL. Section III presents the system model
and formulates the problem. Section IV details the workflow
of MMO-FL under data poisoning attack. In Section V, we
conduct a regret analysis of MMO-FL and examine the impact
of data poisoning attack on learning performance. Section
VI introduces the proposed PADM algorithms under MMO-
FL scenario. Section VII reports experimental results that
validate the effectiveness of the proposed PADM algorithms
within MMO-FL framework. Finally, Section VIII concludes
the paper.

II. RELATED WORK

A. Online Federated Learning

Online learning is designed to process data sequentially
and update models incrementally, making it well-suited for
applications involving continuously arriving data and the need
for real-time model adaptation [17]. These methods offer
computational efficiency and eliminate the requirement of
having access to the full dataset in advance, rendering them
particularly suitable for memory-constrained IoT environ-
ments. In the context of FL, online federated learning (OFL)
has emerged as a promising paradigm that extends online
learning principles to distributed networks of decentralized
learners [18]]. A distinguishing feature of OFL, compared to
traditional offline FL, is its emphasis on minimizing long-term
cumulative regret rather than static optimization objectives
during local updates. Although OFL remains relatively under-
explored, several notable studies have recently advanced the
field. For instance, [[19] proposes a communication-efficient
OFL algorithm that balances reduced communication overhead
with strong learning performance. Similarly, [20] introduces
FedOMD, an OFL method designed for uncertain environ-
ments, capable of handling streaming data without relying
on assumptions about loss function distributions. While these
works focus primarily on the horizontal federated learning
setting, [21]] explores the vertical federated learning (VFL)
context [22]], proposing an online VFL framework tailored to
cooperative spectrum sensing and achieving sublinear regret.
Further extending to real-world industrial applications, [4]]
addresses challenges such as noise interference and device



heterogeneity in online VFL systems. However, all the afore-
mentioned online learning approaches are limited to unimodal
online FL. In practice, multimodal data is pervasive in IoT
applications, where information from diverse types of sensors
must be jointly leveraged. To bridge this gap, this work
pioneers the study of MMO-FL, with the goal of enhancing the
robustness and security of online FL in complex, multimodal
IoT environments.

B. Multimodal Federated Learning

MFL aims to train task-relevant models on multimodal
data distributed across multiple clients, thereby enabling the
effective utilization of diverse data sources. With the growing
interest in MFL, a variety of algorithms have been proposed
to address its unique challenges and improve learning perfor-
mance. One prominent challenge is modality heterogeneity,
where different clients possess access to varying subsets of
modalities. This inconsistency complicates model aggregation
and hampers effective knowledge sharing. Several studies,
such as [23]], [24], have explored strategies for heterogeneous
modality fusion to address this issue. Another critical chal-
lenge involves optimizing modality selection for training under
constrained computational and communication resources. To
tackle this, [25]] proposes MPriorityFed, an adaptive resource
allocation framework that improves computational efficiency
by prioritizing modality encoders based on their relevance and
training requirements. Beyond above two challenges, a partic-
ularly pressing challenge in MFL is maintaining robust perfor-
mance in the presence of missing modalities [26]. Missing data
can result from incomplete data collection [27]], sensor failures
[28]], or privacy restrictions [26]], all of which degrade the
effectiveness of conventional MFL frameworks. For example,
[29]] introduces a cluster-enhanced method that utilizes feature
clustering to address missing modalities in brain imaging anal-
ysis, while [[30] proposes the MFCPL framework, which lever-
ages cross-modal prototypes to enhance knowledge transfer
at both modality-shared and modality-specific levels. Despite
these advancements, existing approaches are predominantly
designed for offline learning scenarios with static datasets.
They fail to address the challenges of online learning settings,
where data arrives sequentially and models must adapt in real
time. Besides, prior research on multimodal FL has largely
focused on algorithmic performance and data heterogeneity,
security concerns remain underexplored. To address this gap,
our work is the first to examine MMO-FL from a security
perspective, focusing on how to ensure the integrity of the
learning process and maintain model performance in the face
of the combined challenges posed by distributed, online, and
multimodal data.

C. Data Poisoning Attack in Federated Learning

Data poisoning attacks have been extensively studied in the
context of multimodal learning, as demonstrated by works
such as [31]], [32]], however, these approaches are exclusively
designed for centralized learning settings. Recent studies have
extensively examined data poisoning attacks in FL, wherein
malicious clients intentionally manipulate their local training

data, such as through label flipping or injection of crafted
examples, to degrade the performance of the global model.
One of the earliest works to formalize and evaluate targeted
data poisoning in FL systems is [33|], which demonstrated that
even a small number of malicious participants can significantly
reduce accuracy on targeted classes. They also proposed
strategies to detect such malicious clients. Comprehensive
surveys, such as those by [34] and [16], provide in-depth
analyses of data poisoning threats in FL. In data poisoning
attacks, adversaries do not directly modify local model param-
eters but instead compromise training through data tampering.
Data poisoning techniques are typically categorized into two
types: clean-label attacks [35]], where the attacker cannot alter
the labels, and dirty-label attacks [36]], where manipulations
include actions like label flipping. However, the majority
of existing studies focus on unimodal and offline learning
settings, which differ substantially from the challenges pre-
sented in multimodal and online federated learning scenarios.
Only a limited number of works have begun to explore data
poisoning in multimodal or online contexts. For example, [32]
were the first to investigate data poisoning in multimodal
models, targeting both visual and textual modalities. Their
study revealed modality-specific vulnerabilities and proposed
both pre-training and post-training defenses to mitigate such
attacks. Additionally, [37] modeled data poisoning in online
learning as a stochastic optimal control problem, solved using
model predictive control and deep reinforcement learning, and
provided both theoretical and empirical evidence for near-
optimal attack strategies. Overall, existing work either neglects
the combined challenges of multimodal and online settings
or only partially addresses them, rendering the corresponding
methods difficult to apply directly to the MMO-FL scenario.

III. SYSTEM MODEL

Before introducing the system model, we first present the
abbreviations used throughout this work in Table [[] and sum-
marize the key notations in Table [lI| for clarity.

TABLE I: Key Abbreviations

Acronyms Full terms
MFL Multimodal Federated Learning
MMO-FL Multimodal Online Federated Learning
DPA Data Poisoning Attacks
MCA Modality Corruption Attacks
MMA Modality Misalignment Attacks
PADM Prototypical Attack Detection and Mitigation
PCSD Prototype Cosine Similarity Detection
PCE Prototype Cross-Entropy
AF Attack Free
AO Attack Only
PD Passive Defense
GM Geometric Median

To illustrate the security challenges in MMO-FL, consider
a smart factory setting comprising a central cloud server and
K distributed workstations acting as clients. Each worksta-
tion is equipped with heterogeneous sensors, such as vision
cameras, acoustic microphones, and environmental sensors
for temperature and humidity, to monitor operations across
different factory zones, as depicted in Fig. [I] These sensors



TABLE II: Key Notations

Symbol Semantics
K The number of clients
M The number of modalities
T The number of global rounds
N The number of data samples collected by client
E The number of local iterations
C The number of classes
om The modality encoder
69 The head encoder
n The learning rate
Z The feature extractor
© The overall model
Gt The overall gradient
vZ’Zl The local prototype
gb™ The cumulative global prototype
% The cumulative global prototype collection
RZ’m The cosine similarity vector
A The attacks occurrence probability
K The Non-IID level

continuously generate multimodal data streams that are used to
collaboratively train a global model across clients in real time.
However, in this dynamic and decentralized environment, the
data collection and communication processes are vulnerable
to adversarial interference. Malicious actors may launch data
poisoning attacks that corrupt the collected streaming data,
thereby degrading the overall learning performance. This sce-
nario exemplifies the core challenge of MMO-FL with security
concerns, where ensuring robust and trustworthy collaborative
learning becomes critical in the presence of multimodal,
temporal, and spatial threats. During factory operations, each
client’s sensors continuously gather new data over time, with
the entire timeline segmented into discrete intervals denoted
ast = 1,2,...,T. For ease of analysis, each interval is also
treated as a global round within the MMO-FL process.

In each global round ¢, each client & € K collects

the current local training dataset consisting of N

data samples from M modalities. The dataset is

t _ t,1 yt,2 LMyt _

denoted as D! = (Xk XP? X ,Yk) -
61 #,2 M, ¢ |7k ] t,m

{(mkn,mkn,...,xk”n;ykm)} e Here, x), represents

the m*" modality data of the n;ﬁ sample in client k collected
at global round ¢, and y} , denotes the corresponding label.

We also define Dt = Zf . Dl as overall dataset aggregated
across all clients at global round t. Without loss of generality,
we assume that each client k collects exactly N training
samples per global round ¢.

In the MFL, the model trained collaboratively across clients
and aggregated at the server consists of two primary com-
ponents: a set of modality-specific encoders 6%, ...,0M, and
a shared head encoder §°. Each modality encoder 0™ is
responsible for extracting meaningful feature representations
from the raw input data of modality m, potentially using
architectures tailored to the unique characteristics of that
modality. The extracted feature vector for the m*" modality
of client k at round ¢ is denoted as Z;™ = 0™ (X}™). These
modality-specific features are then fused by the head encoder
69 to generate the final prediction. Based on this architecture,
the loss function for the distributed training process at global

round ¢ can be defined over the collective training data as:

th (00 (Zt 1 7Z’t€71\4> 7Y,f) )

where © = {6°,0%,...,6M} represents the overall model,
comprising both the head encoder and modality-specific en-
coders. The term 6° Z,i’l, e Z,i’M denotes the predicted
labels through head encoder, and f; is the loss function
that measures the discrepancy between the predicted labels
and the actual labels. It is important to note that the above
loss function corresponds to a single global round. Since the
training process is based on dynamically collected real-time
data rather than a static dataset, adopting an online learning
paradigm is essential. Let ©!, ..., ©T denote the sequence of
models over T' global rounds. To evaluate the performance of
the online learner, we define the cumulative learning regret
Reg,, which quantifies the difference between the total loss
incurred by the learner and that of the best fixed model in
hindsight. Specifically:

Fy(0,D) =

T T

Reg, = » F(6%D") Z Fy(0%;D") )
t=1 t=1

Where ©* = argming Zle F;(©; D) represents the op-

timal fixed model selected in hindsight. Our objective is to

minimize the learning regret, which equates to minimizing

the cumulative loss. Importantly, if the learning regret grows

sublinearly with respect to 7, it indicates that the online

learning algorithm can progressively reduce the training loss

asymptotically.

The fixed optimal strategy in hindsight refers to an idealized
solution computed by a hypothetical centralized oracle that
has full knowledge of all loss functions across time. Achieving
such a strategy would require access to future data specifically,
the complete sequence of streaming datasets that have not yet
been observed. However, due to the inherent stochasticity and
temporal variability of real-time data collection, this informa-
tion is fundamentally inaccessible in practice. Consequently,
the loss functions evolve over time and cannot be predeter-
mined. In light of this, our theoretical framework adopts regret
as the primary performance metric, quantifying the deviation
between the proposed algorithm and this unattainable, oracle-
based optimal benchmark.

It is crucial to note that the previously defined notion
of learning regret is established under idealized conditions,
assuming the absence of adversarial interference. However, our
problem setting explicitly accounts for data poisoning attacks,
which pose significant challenges to learning performance.
Consequently, our objective is to design detection and mitiga-
tion mechanisms that enable the algorithm to maintain a regret
level comparable to that of the ideal, attack-free scenario.
Achieving this goal forms the core of the theoretical analysis
presented in the subsequent sections.

IV. MMO-FL WITH DATA POISONING ATTACKS

In this section, we explore the distinct security challenges
introduced by data poisoning attacks in the MMO-FL setting,



which differ significantly from those in conventional FL sce-
narios. These challenges primarily arise from two key aspects:
the heterogeneity of multimodal data and the dynamic nature
of online learning. To build a comprehensive understanding,
we first introduce the foundational concepts behind data
poisoning attack methodology and outline the corresponding
threat model. We then present a detailed examination of
how the MMO-FL training process operates under adversarial
conditions.

A. Attack Methodology

Given the complexity of industrial environments, we con-
sider scenarios that involve multiple types of data poisoning
attacks. In particular, this study focuses on two primary
categories of attacks within the MMO-FL framework. The first
category, known as Modality Corruption Attacks, targets the
integrity of training data by introducing significant noise or
distortions into specific modalities, thereby directly degrading
model performance. The second category, termed Modality
Misalignment Attacks, disrupts the semantic alignment be-
tween different modalities and their associated ground-truth
labels. This misalignment undermines cross-modal consistency
and hampers the model’s ability to learn effective representa-
tions. Notably, Modality Misalignment Attacks are unique to
multimodal learning scenarios and have not been addressed in
prior FL literature concerning data poisoning. The essential
distinctions between these two attack types are illustrated in
Fig. 2] offering a comparative visualization of their respective
impacts on the MMO-FL system. To facilitate understanding,
the UCI-HAR dataset is used as a representative example to
demonstrate the mechanics of each attack.

Modality Misalignment Attacks

Round t
|:| Attacked

Modality Corruption Attacks
Round t |

|
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Modality2 | 1| | 3
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=
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Fig. 2: Attack Methodology in MMO-FL

Modality Corruption Attacks: In a Modality Corrup-
tion Attack, the adversary degrades the learning process by
injecting noise directly into the raw data of one or more
modalities, thereby corrupting the input representation and
impairing model training [[16]. We denote the compromised
dataset at client £ during round ¢ as 75};7&1, where a; refers
to this specific attack type. Each poisoned sample in this set
is expressed as ;%Zln —>c"%1]5<j72n )Y _,c}, indicating that
while the class label remains consistent across modalities, the
input of one or more modalities has been corrupted. This
corruption may affect a single modality or span multiple
modalities. As shown in the left panel of Fig. 2] consider
samples belonging to class 3, modality 1 is corrupted, resulting
in significant distortion in its feature space. In practical scenar-
ios, MCA may occur when adversaries intentionally interfere

with specific sensing devices, compromise edge sensors, or
physically perturb the sensing environment. Such interference
severely undermines the model’s capacity to learn consistent
multimodal representations, ultimately compromising predic-
tion accuracy.

Modality Misalignment Attacks: In a Modality Misalign-
ment Attack, the adversary deliberately poisons training sam-
ples by mismatching modalities from different classes [32].
For example, pairing accelerometer data labeled as “Walking”
with gyroscope data from the “Sitting” class. This cross-
modal mismatch disrupts the semantic alignment necessary
for effective multimodal learning. We denote the poisoned

dataset under this attack as 75’;“12, where ao identifies the

misalignment attack. Each poisoned sample in Dt

t,1 t,2 ot .
be expressed as {(zk,n_)c,xk,n# ,yk’nﬁc}, meaning that

while modality 1 corresponds to the correct class, modality
2 originates from a different class, introducing semantic in-
consistency. As shown in the right panel of Fig. 2] consider
samples labeled as class 3. Here, modality 1 remains intact,
but modality 2 is replaced with data from class 2. MMA is
particularly specific to multimodal learning environments and
may occur when adversaries intentionally manipulate modality
synchronization or semantic correspondence. For example,
attackers may tamper with timestamps, or modality associ-
ations to induce semantic misalignment across modalities.
Such attacks impairs the model’s ability to learn coherent
relationships across modalities, leading to degraded overall
performance in the MMO-FL setting. Such attacks are unique
to multimodal learning and have been largely overlooked in
prior FL literature.

k,as can

B. Threat Model

In the context of MMO-FL, each client continuously collects
new multimodal data using various modality-specific sensors
at every global round. To model this setting realistically, we
make a practical assumption: if a client is attacked in a given
round, it is subjected to only one type of data poisoning attack.
Additionally, we consider a black-box adversarial setting,
wherein the attacker has no knowledge of model parameters
or internal training dynamics. As a result, the identity of
the attacked client and the specific status of its modalities
remain unknown at each global round. Therefore, in each
round, depending on the type of attack encountered, client
k may receive one of three possible datasets: D}, ﬁtk,al, or
ﬁ,ﬁ,az, corresponding to the clean (unattacked) case, Modality
Corruption Attacks, and Modality Misalignment Attacks, re-
spectively. To distinguish between the models trained under
these varying conditions, we denote the model trained on
potentially compromised data as ©, while the clean, attack-
free counterpart is denoted as ©. In this work, we focus
on training-stage data poisoning attacks in MMO-FL, where
adversaries compromise the learning process by injecting
malicious or corrupted training samples to contaminate the
global model. In contrast, the test dataset used during inference
is assumed to remain clean and is only employed to evaluate
the effectiveness and robustness of the proposed algorithm.



C. Workflow of MMO-FL under Data Poisoning Attacks

In this part, we will introduce the basic workflow of MMO-
FL under data poisoning attacks. During each global round
t € T, where T ={0,1,2,...,T — 1}, all clients execute a
fixed number of local training iterations, represented by the
parameter F. The index 7 = 0,1,2,..., F is used to track
these local iterations. Then each global round ¢ consists of a
sequence of coordinated steps carried out across clients and
the server.

1) Client - New Data Collect: At the beginning of each
global round ¢, each client k prepares to collect new training
data for that round. However, due to the potential presence
of data poisoning attacks, the collected dataset may belong
to one of three categories: Dy = {Dy™ DZ’ZZ DZ’ZZ}
Before the application of specialized detection and mitigation
mechanisms, clients must continue training using the collected
data, regardless of its integrity, which may lead to significant
degradation in performance.

2) Client - Local Model Update: Each client k uses the
current global model O, provided by the server, as the initial
model to train a new local model based on the current collected
multimodal training datasets ’15,‘; Each client performs E
iterations of online gradient descent (OGD) using the full
training dataset. The update process described by the following
equations:

@Z,O _ @t
8L O G, V=1,
@t+1 (__)t JE (3)

~ t7 ~ ~ .
Here, G, = VF;(0}7,D!) denotes the gradient computed
on the current local dataset Dj. This notation is introduced to
distinguish it from the clean gradlent G . For clients Whose

datasets are not affected by any poisoning attack case, Gk
naturally equals G7.

3) Client - Local Model Upload: Each client will upload
the corresponding local model éfjl to the server after finish-
ing the E iterations of local model update.

4) Server - Global Model Update: The server updates
the global model by using the local model updates from the
clients, as given by the following equation:

% > oot @)

ke

@t—i—l _

The server then distributes the updated global model to all
clients for the subsequent round. This iterative process repeats
until either the predefined number of global rounds is com-
pleted or the target test accuracy is achieved.

To develop effective detection and mitigation strategies for
data poisoning attacks, it is essential to first understand their
theoretical impact on learning performance. In this context, we
perform a detailed regret analysis to quantify how these attacks
affect learning across spatial, temporal, and modality dimen-
sions in the MMO-FL framework. This theoretical insight
serves as a critical foundation for the design and justification
of our proposed algorithms.

V. THEORETICAL ANALYSIS

In this section, we present a comprehensive regret analysis
of the proposed MMO-FL algorithm under the influence
of data poisoning attacks. Our theoretical assumptions and
corresponding proofs are established under a more general
data poisoning case, rather than being confined to the two
specific attack types proposed in this study. This generalization
ensures broader applicability and robustness of the derived
results across various attack scenarios. The analysis accounts
for variations across rounds, clients, and modalities, and
examines how these factors collectively impact the resulting
regret bound. To clearly assess the influence of adversarial
interference, we first derive the regret bound under ideal,
attack-free conditions, and then contrast it with the regret
bound in the presence of data poisoning attacks.

A. MMO-FL with local iterations E > 1 and without data
poisoning attacks

To facilitate our analysis, we first introduce several addi-
tional definitions. After applying some basic transformations
to the global model update equation above, we derive an
alternative form of the global model update equation for the
case where the local iteration is £/ > 1 and no data poisoning
attacks happen, as follows:

n K E—
t+1,0 __ t,0
S = o ?gg 5

where G1;” denotes the gradient of the local overall model for
client £ across all M modalities for round ¢ and local iteration
7, which equals:

GZ’TZ[(GZ’T’())T, .(GZ’T””’)T,...(G;’T’M)T]T (©)

In the following, we introduce a set of standard assumptions
commonly adopted in the analysis of online convex optimiza-
tion, as referenced in prior works such as [4]], [21]], [38]. To
support our theoretical development, several assumptions are
formulated at the modality level, reflecting the structure of the
MMO-FL setting. Similar definition have also been employed
in existing literature, ensuring the validity and generality of
our analytical framework.

Assumption 1. For any D!, the loss function Fy(©;D?) is
convex with respect to © and differentiable.

Assumption 2. The loss function is L-Lipschitz contin-

uous, the partial derivatives for each modality satisfies:
2

IV F(©)|” < L2

Assumption 3. The partial derivatives, corresponding to the
consistent loss function, fulfills the following condition:

t, 7’ t, 7
|6 -6

S 0 H("‘)Z’T/ _ @ZT

where 7' and T indicate that they correspond to different local
iterations.

For the theoretical analysis that follows, we consider each
modality to be represented by a D-dimensional vector within



both the overall model and its corresponding gradient. Specif-
ically, let G};'; denote the d-th element of the gradient vector
for modality m at client k, and ©}"; denote the d-th element
of the corresponding model vector. Here, d € [1,D], and
m € 0,1,..., M, where m = 0 refers to the head encoder.
Consequently, each full gradient or model across all modalities

comprises a total of (M + 1)D vector elements.

Assumption 4. The arbitrary vector element d in the overall

model O}, for any modality m is bounded by: ‘ Zfd’ <o.

Assumption [I] ensures the convexity of the function, en-
abling us to leverage the properties of convex optimization.
Assumption [2] constrains the magnitude of the loss function’s
partial derivatives at the modality level. Assumption [3] ensures
that the variation in the partial derivatives is confined within
a specific range, which aligns with the model variation over
two different local iterations that maintain a consistent loss
function. This approach effectively utilizes the concept of
smoothness. Lastly, Assumption [ specifies the permissible
range for any vector element in the overall model. Then we
can obtain the following Theorem [I]

Theorem 1. Under Assumption 1-4, MMO-FL with local
iterations E > 1 and excluding the impact of data poisoning
attacks, achieves the following regret bound:
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Proof. The proof can be found in Appendix B. O

As established in Theorem. [If by choosing a learning
rate of = O(1/V/T), the MMO-FL framework achieves
a sublinear regret bound of O(v/T) under ideal, attack-free
conditions. In the follows, we extend this result by examining
how the presence of data poisoning attacks impacts the regret
performance.

B. MMO-FL with local iterations E > 1 and with data
poisoning attacks

In this section, we extend our theoretical analysis to the
more general case where the number of local iterations satisfies
E > 1, while explicitly accounting for the presence of
data poisoning attacks. Unlike simplified settings that assume
uniform attack patterns, our analysis considers a more real-
istic and flexible scenario in which arbitrary subsets of data
across different clients may be compromised in each round.
This includes cases where only a portion of the clients or
partial segments of their data are affected. As a result, the
derived conclusions offer greater generalizability and practical
relevance for MMO-FL under adversarial conditions.

To account for the impact of data poisoning attacks, we
redefine the global model update equation in this setting as
follows:

1
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where S;41 denotes the set of clients that not attacked in
round ¢, and K\S;y1 corresponds to the set of clients that
are subjected to attacks. After transforming the formula, we
can obtain the following equation:
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Given that the attack targets only a subset of clients and affects
only a portion of the data per round, we introduce additional
assumptions to facilitate a more accurate and tractable the-
oretical analysis.We begin by making an assumption on the
distance between the gradient computed on an attacked data
sample and the gradient computed on its clean data sample,
as follows:

Assumption 5. For any arbitrary component d of the overall
gradient corresponding to modality m, the difference between
the gradients computed with and without the influence of an
attack is assumed to be bounded within a finite range, defined
as:

~t, T,m t,7,m
Iod —95d | < Pm (3
Here, g™ denotes the gradient computed from a single

. t,r,m 1 N t,7,m
data sample, while Gk7 D 9.4 represents the

corresponding batch gradient averaged over N samples. The
term ¢, denotes the maximum deviation induced by an attack
in modality m.

Next, we introduce an assumption regarding the number
of clients attacked in each round. Specifically, we assume
that the number of compromised clients follows a binomial
distribution.

Assumption 6. We model the number of clients that remain
uncompromised in each global round as a binomial random
variable, denoted by S; ~ Binomial(K,p), where K repre-
sents the fotal number of clients and p € [0,1] denotes the
probability that an individual client is not subjected to a data
poisoning attack.

Assumption 5 constrains the difference between attacked
and unattacked gradients within a bounded range. This as-
sumption is commonly adopted in robust learning and ad-
versarial optimization analysis to ensure tractable theoreti-
cal derivations [39]. Assumption 6 models the number of
unattacked clients using a binomial distribution, which cap-
tures the realistic stochastic nature of distributed attacks in
MMO-FL systems, where each client may independently ex-
perience attacks with a certain probability during online data
collection. It is important to emphasize that the aforementioned
assumptions are introduced purely for the purpose of facilitat-
ing theoretical analysis. They are not prerequisites for practical



algorithm design or experimental implementation. Based on
these assumptions, we derive Theorem |2, which extends the
regret analysis to account for the presence of data poisoning
attacks. This result explicitly captures the effects of partial
client participation and selective data corruption within each
training round, thereby offering a more realistic and robust
theoretical bound.

Theorem 2. Under Assumption 1-6, MMO-FL with local
iterations E > 1 and including the impact of data poisoning
attacks, achieves the following regret bound:
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Proof. The proof can be found in Appendix D. O

Based on Theorem 2, by choosing the learning rate as n =
O(1/v/T), MMO-FL with the impact of data poisoning attacks
can achieve a regret bound of O(v/T + %) over
T time rounds. Notably, the term % emerges as
the critical factor determining whether sublinear regret remains
achievable. When no attacks are present (i.e., p = 1 and
Nmax = 0), this term vanishes entirely, recovering the ideal
case. Conversely, when Ny.x = N, we revert to the worst-
case scenario in which the entire dataset at each client is
compromised per round. In general, the presence of poisoning
introduces an additional regret component. Since the extent
of attacked data cannot be controlled directly, the only vi-
able approach to suppress this term is by minimizing ¢max,
which necessitates designing effective detection and mitigation
strategies. In the following section, we introduce our proposed
algorithm specifically tailored to address this challenge.

VI. DATA POISONING ATTACK DETECTION AND
MITIGATION ALGORITHM

Building upon the theoretical analysis presented in the
previous section, we have examined the impact of data poi-
soning attacks on learning performance through the derived
regret bounds. However, the specific influence of Modality
Corruption Attacks and Modality Misalignment Attacks on
empirical performance remains insufficiently explored. To
address this, we evaluate the effects of each attack type on
learning performance using the UCI-HAR and USC-HAD
datasets. The results presented in Fig. [3] provide a deeper
understanding of how different attack patterns contribute to
the degradation of the learning process in the MMO-FL
setting. Specifically, the experiments are conducted in a Non-
IID MMO-FL environment with 5 clients, where each client
experiences an attack with probability 0.5 at each global round.

For each experimental setting, only a single attack type is
applied throughout the entire training process. The reported
results are averaged over 10 experimental runs to ensure
statistical stability. Detailed experimental configurations are
provided in the subsequent experiments section.
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Fig. 3: Impact of Data Poisoning Attacks on Learning Perfor-
mance. (Corruption SNR = 10 dB, Misalignment rate = (.5.)

Building upon the theoretical analysis presented in the
previous section and the experimental results discussed above,
it is evident that data poisoning attacks significantly affect
the regret bound and, consequently, degrade overall learning
performance. Although the severity of their effects may vary
depending on hyperparameter configurations, all types of data
poisoning attacks negatively impact learning performance.
Overall, experimental results across both datasets consistently
indicate that Modality Misalignment Attacks tend to cause
more pronounced degradation, likely due to the semantic
inconsistency introduced across modalities. Therefore, it is
necessary to design dedicated algorithms that first detect the
presence of data poisoning attacks and subsequently apply
mitigation strategies to minimize their impact on learning
performance. In this section, we introduce the Prototypical
Attack Detection and Mitigation (PADM) Algorithm which
leverages prototype learning techniques to enable efficient
attack defense during the learning process. To enable effective
attack detection and mitigation, the initial prototypes are
constructed from a small set of trusted benign samples. These
prototypes serve as the foundation for identifying deviations
caused by adversarial behavior. During subsequent training,
they are continuously refined through an online update mecha-
nism to reflect the evolving data distribution. The entire PADM
process is primarily divided into three parts: Online Prototype
Generation, Poisoning Attacks Detection, and Poisoning At-
tacks Mitigation. The following subsections provide a detailed
introduction of each component. The main workflow of the
PADM algorithm is shown in Fig.

A. Online Prototype Generation

The first stage of the proposed PADM algorithm involves
constructing the prototype set. This process begins with the
initialization of a set of clean prototypes derived from benign
samples. During training, the prototype set is continuously and
synchronously updated to accommodate the evolving nature
of online data, thereby supporting real-time adaptation. Let
c € {1,...,C} denote the class labels. Let X! represent
the set of initial benign sample for class ¢ and modality m,
which are collected on the server prior to the start of training.
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The initial prototype is then defined as the average value of
the features extracted by the modality encoder:

1
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This initial prototype serves as the foundation for subsequent
prototype updates, as well as for the detection and mitigation
of data poisoning attacks. In subsequent stages, the prototype
must be updated synchronously with the training process.
Since new data is continuously collected in a distributed
manner across clients in the FL environment, updating the
cumulative global prototype requires aggregating local proto-
types computed by individual clients. The local prototype is
computed as the mean of the feature representations extracted
by the modality encoder from client with clean dataset, pro-
vided these samples are identified as clean and unaffected by
attacks. The corresponding formulation is given as follows:
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Here, q,tg’m = 1 indicates that the modality m on client k
at round ¢ is considered a clean dataset. However, whether
the dataset is clean must be determined through the detection
algorithm, as it is not known in advance. Accordingly, t m
denotes the total number of clean samples belonging to class c
that satisfy this criterion. To promote balanced representation
across different modalities, we introduce two guiding princi-
ples. First, it is essential that local prototypes, regardless of
modality, adhere to a unified structural format. This ensures
that the features produced by the modality-specific encoders,
expressed as 0™ (xzrs), are aligned within a common latent
space, even if the input data varies in form. By transforming
raw inputs through their respective encoders, the extracted
features can be harmonized for cross-modal consistency. Sec-
ond, to ensure comparability and maintain stability through-
out training, all local prototypes should be normalized. This
normalization step guarantees consistent magnitude across
modalities, thereby facilitating robust learning dynamics.

At the end of each training round, every client with clean
dataset generates local prototypes for each modality and

transmits them to the server. Upon receiving these local
prototypes, the server constructs a cumulative global prototype
for modality m and class c at global round ¢ as follows:

f0m+(t_1) ~t— 1m+

€ t+1
The cumulative global prototype v%™ is continuously updated
and maintained on the server, this w111 serve as a key indicator
for subsequent attack detection and mitigation. The server

retains the full set of cumulative global prototypes, organized
by modality and class, denoted as V?, and defined as follows:
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In the subsequent sections, we demonstrate how the accumu-
lated global prototype set V! can be leveraged for the detection
and mitigation of data poisoning attacks during the learning
process.

B. Poisoning Attacks Detection

In this section, we detail how cumulative global prototypes
can be utilized to detect data poisoning attacks that arise during
the learning process. Building upon the previously defined
attack taxonomy, our detection algorithm is designed not only
to identify the presence of poisoning but also to distinguish be-
tween different attack types specifically, Modality Corruption
Attacks (MCA) and Modality Misalignment Attacks (MMA).
This classification is essential for enabling the application of
appropriate mitigation strategies.

MCA typically involve the injection of noise, often drawn
from a specific distribution, into all data collected during a
particular training round. In contrast, MMA usually disrupt
the semantic alignment between different modalities within
the collected data. Drawing on these distinctive characteristics,
we introduce a heuristic method named Prototype Cosine
Similarity Detection (PCSD). This approach leverages feature
extraction from the locally gathered dataset and correspond-
ing prototypes. By calculating the cosine similarity between
prototypes across modalities, PCSD provides a principled
basis for identifying the presence of data poisoning attacks.
To intuitively illustrate how cosine similarity behaves under
clean and different attack conditions, we utilize heatmaps to
visualize the results across three cases on the accelerometer
modality of the UCI-HAR dataset, as depicted in Fig. [5] The
heatmaps are generated after a short warm-up stage of training
rather than after full convergence. Each small colored block in
the figure represents the distance between the extracted feature
and its corresponding class prototype.

The results reveal that MMA lead to prominent large-scale
anomalies, evident as light-colored regions, stemming from
disrupted alignment between modalities. In contrast, MCA
introduce noise that results in more localized and less frag-
mented anomalies. The corresponding cosine similarity values
remain positive, indicating that the feature directions remain
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Fig. 5: Cosine similarity heatmap under different conditions.

generally consistent with those of the prototypes. The attack-
free (AF) condition generally results in stable and coherent
representations. Motivated by these observations, we now
elaborate on the specific workflow of the PCSD method. First,
the newly collected data undergoes feature extraction through
the current round’s feature model. Subsequently, the cosine
similarity vector RZ’m between these extracted features and
the corresponding cumulative global prototypes is computed
using the following formula:
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€ is introduced to avoid division by zero in the denominator.
After transforming each vector R} into an appropriate input
format and passing it through the pre-trained CNN, we obtain
the corresponding inference results. This CNN model was
initially trained on synthetically generated data that mimic
various attack patterns, derived heuristically by analyzing char-
acteristic heatmap patterns under different attack conditions.
Notably, if the attack patterns evolve over time, the model
can be incrementally updated in an online manner during
training to adapt to these changes. The detailed configuration
of the detection CNN will be presented in the subsequent
experimental section.

C. Poisoning Attacks Mitigation

Once the client’s modality status has been identified through
the preceding detection process, it becomes necessary to
design targeted mitigation strategies to alleviate the impact
of data poisoning attacks. Specifically, distinct mitigation
methods are adopted for MCA and MMA, tailored to the
unique characteristics of each attack type. Furthermore, since
each client may experience varying intensities of attack during

different rounds, it is desirable for the mitigation algorithm to
possess adaptive compensation capabilities that dynamically
adjust to the severity of the threat.

Mitigation for MCA: To mitigate the impact of MCA, our
approach focuses on aligning the corrupted feature representa-
tions with their expected semantic prototypes. This alignment
is guided by the relative distances among modality-specific
prototypes, enabling effective correction of degraded modality
inputs. Drawing inspiration from prior work [40], we introduce
a Prototype Cross-Entropy (PCE) loss, which quantifies the
discrepancy between the extracted feature of a modality and
its corresponding prototype at each global round. The PCE
loss is formally defined as follows:

exp(=d(0™ (), 0™))
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Here, d(-, -) denotes the distance function, which is instantiated
as the Euclidean distance. The MCA mitigation loss, denoted
by Larca, is defined as a weighted combination of the

standard cross-entropy (CE) loss and PCE loss. It is given
as follows:

ErlglCE(ft) =E |-log
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In this formulation, ;" = +>, 17% is an adaptive
parameter that assigns weights to the PCE loss, calculated
based on cosine similarity values reused from the detection
phase. A higher value signifies stronger MCA attack intensity,
thereby assigning greater weight to the PCE loss component
to more effectively mitigate the attack’s impact. 3 is a hyper-
parameter to control the degree of modulation. A higher value
indicates greater sensitivity to the impact of attacks, while a
lower value suggests diminished emphasis on accounting for
attack effects.

Mitigation for MMA: To counter the effects of MMA, we
introduce an adaptive soft correction mechanism guided by
modality-specific prototypes. This approach balances simplic-
ity with flexibility, allowing the model to dynamically adjust
to misaligned inputs during training. The core idea involves
detecting misaligned samples and leveraging prototype infor-
mation to gently nudge their feature representations toward the
correct semantic direction. To achieve this, we implement an
adaptive residual shrinkage strategy on the affected modality,
formulated:

my tmy _ —t—1m _tm my( tmy  ~t—1m
0 (Ikz,n) - /Uc—>y£.n + (1 ak:,n) (0 (‘Tk:,n) ’Uc—>y,t€ n)
a7
¢ 7Tt,7n
where o))" = —=* serves as an adaptive weighting pa-

rameter that reflects the correlation between the misaligned
feature and its corresponding class prototype. This parameter
dynamically modulates the distance between the extracted
feature of the misaligned sample and the true prototype,
enabling fine-grained correction. By employing this adaptive
soft correction instead of direct prototype replacement, the
approach effectively mitigates misalignment while reducing
the risk of overfitting and making full use of all newly
collected data.



The aforementioned steps form the core components of the
proposed PADM algorithm. In the next section, we present
a comprehensive set of experimental results to evaluate and
demonstrate the effectiveness of PADM in mitigating data
poisoning attacks within the MMO-FL framework.

VII. EXPERIMENT

In this section, we will experimentally evaluate the per-
formance of the MMO-FL algorithm. The experiments were
conducted on an Ubuntu 22.04 machine equipped with an Intel
Core i7-10700KF 3.8GHz CPU and a GeForce RTX 3070
GPU. The detailed experimental settings are provided below.

A. Datasets

To emulate the MMO-FL setting in IoT scenarios, we utilize
two real-world multimodal datasets: UCI-HAR and USC-
HAD. Both datasets are derived from IoT sensor data and
feature multiple modalities along with diverse class labels,
making them well-suited for evaluating DAP in MMO-FL
scenario.

UCI-HAR: The UCI-HAR dataset is a widely recognized
resource for human activity recognition research. It includes
10299 data samples collected from 30 participants (average
age: 24) engaging in six activities (six classes): walking,
walking upstairs, walking downstairs, sitting, standing, and
lying down. These activities were recorded using smartphone
sensors, specifically accelerometers and gyroscopes, which
capture three-dimensional motion data. The sensors sampled
data at 50 Hz, producing 128 readings per sensor axis within
each time window. This dataset is utilized in our experiments
to analyze sensor-based human activity recognition using
three-dimensional motion data.

USC-HAD: The USC-HAD dataset is curated to support
research in activity recognition based on motion sensor data. It
comprises 27205 samples collected from 14 subjects perform-
ing 12 common daily activities, including walking forward,
walking left, walking right, walking upstairs, walking down-
stairs, running, jumping, sitting, standing, sleeping, riding an
elevator up, and riding an elevator down. Data were gathered
using a wearable inertial measurement unit (IMU) motion
node that integrates both triaxial accelerometers and triaxial
gyroscopes, enabling precise capture of 3D movement pat-
terns. Sensor readings were recorded at a sampling rate of 100
Hz, offering fine-grained temporal resolution for each activity.
Compared to the UCI-HAR dataset, USC-HAD provides a
richer set of activity classes and incorporates additional sensors
for data collection.

Both of the original datasets are static and designed for
offline learning. To align with the requirements of online
learning, they must be transformed into dynamic datasets. The
transformation process is described in detail in the following.

B. Online Data Generation

In the experiment, operating within an online learning
scenario requires the training dataset to be dynamic, with
data collected at the start of each global round. To ensure

sufficient data samples for good training performance, we
collect the initial dataset at the beginning of the training
process. Considering the differences in dataset types and sizes,
distinct online data generation details are employed for the
UCI-HAR and USC-HAD datasets.

UCI-HAR: For the UCI-HAR dataset, training involves a
total of five clients. Initially, each client is assigned 2000 data
samples drawn according to a Dirichlet distribution with a
Non-IID degree x, representing the client’s long-term data
source. In subsequent global rounds, each client maintains
an online local dataset of 500 samples. At every round, 20
new samples are drawn from the long-term data source and
appended to the local dataset, while the oldest 20 samples
are simultaneously removed. This real-time update mechanism
ensures that the local datasets evolve dynamically, satisfying
the requirements of online learning.

USC-HAD: For the USC-HAD dataset, the training process
is conducted over five clients. Each client is initially allocated
4,000 data samples drawn from a Dirichlet distribution with a
Non-IID parameter «, representing its long-term data source.
During subsequent global rounds, each client maintains an
online local dataset containing 800 samples. At every round,
20 new samples are drawn from the long-term data source
and added to the local dataset, while the oldest 20 samples
are removed. This streaming update mechanism ensures that
the client datasets evolve continuously over time, thereby
conforming to the requirements of online learning.

C. Poisoning Attacks Simulation

To improve the clarity and interpretability of the experi-
mental outcomes, we assume that each client is affected by
only one type of attack during any given global round, as
defined in the threat model section. To evaluate the impact
of these poisoning attacks, we introduce the parameter set
A =10, Aay;s Aay, 1> Where Ao+ Ag, +Ag, = 1. These parame-
ters represent the probabilities of experiencing no attack (0), a
Modality Corruption Attack (aq), or a Modality Misalignment
Attack (asz), respectively. To control confounding factors and
minimize the effects of modality interactions and client hetero-
geneity on performance, we impose two constraints in our sim-
ulations. First, all clients share the same A configuration across
global rounds. Second, because the datasets contain only two
modalities, at most one modality can be compromised in any
given round. Under this controlled setting, we systematically
investigate how varying degrees of data poisoning attack A,
influence the overall learning performance.

D. Model Details

In the following, we detail the model architectures and key
parameters used in our experiments, presented separately for
the two datasets.

UCI-HAR: The dataset includes two distinct modalities:
accelerometer and gyroscope signals, necessitating the use
of modality-specific encoder models. For the accelerometer
data, we use a CNN-based model as the encoder. This model
consists of five convolutional layers and one fully connected
layer. For the gyroscope data, we use an LSTM-based model



with one LSTM layer and one fully connected layer. Both
encoders generate a 128-dimensional feature representation.
The shared header model is implemented using two fully
connected layers. The learning rate is 0.08, with a decay factor
of 0.95 until it reaches 0.001. The batch size is set to 128.

USC-HAD: The dataset includes two distinct modalities:
accelerometer and gyroscope signals, need modality-specific
encoder models. For the accelerometer data, a four-layer
CNN is utilized, with a modified output layer designed to
produce a 128-dimensional feature vector. For gyroscope data,
a single-layer LSTM network is employed, also generating
a 128-dimensional output. The modality-specific features are
subsequently processed by a shared header model consisting of
two fully connected layers with ReLLU activation and dropout,
producing the final predictions over twelve activity categories.
The learning rate is 0.1, with a decay factor of 0.99 until it
reaches 0.001. The batch size is set to 128.

Attacks Detection: For the detection model, we adopt a 1D
CNN architecture composed of two sequential blocks, each
containing a convolutional layer, batch normalization, ReLU
activation, and max pooling. These are followed by a flattening
layer and two fully connected layers. The model is trained
using the Adam optimizer with a learning rate of 0.001 and a
batch size of 32.

E. Benchmarks

In our experiments, we employ several baseline methods for
performance comparison. As this work is the first to address
data poisoning attacks in the context of MMO-FL, there are
no established benchmarks available for direct comparison. To
demonstrate the effectiveness of our proposed algorithm, we
designed a set of baseline methods for comparative evaluation.

Attack Free (AF). In this setting, standard MMO-FL
training is performed without any injected attacks, serving
as an upper-bound baseline that reflects ideal clean training
performance.

Attack Only (AO). In this setting, attacks are introduced
into the training process, but no detection or mitigation mech-
anisms are applied. This configuration serves as a lower-bound
baseline, reflecting the performance degradation caused by
adversarial interference.

Passive Defense (PD). In this setting, we adopt a widely
used baseline for data poisoning attack scenarios, which
replaces the conventional weighted average aggregation with
a coordinate-wise median. This approach effectively reduces
the influence of extreme malicious updates and enhances the
robustness of the global model. Under this configuration, there
is no need to explicitly detect or identify which clients have
been attacked, as the aggregation mechanism itself mitigates
the impact of adversarial contributions.

Geometric Median (GM). In this setting, we adopt another
widely used robust aggregation baseline for data poisoning
attack scenarios, namely Geometric Median aggregation. In-
stead of using conventional weighted average aggregation,
this approach computes the geometric median of all client
updates at the server side, thereby reducing the influence of
malicious or abnormal updates on the global model. Under

this configuration, there is no need to explicitly detect attacked
clients, as the robust aggregation mechanism itself mitigates
the impact of adversarial contributions during FL process.

F. Simulation Results

In this section, we assess the performance of the proposed
MMO-FL framework under various data poisoning attack
scenarios. We begin by evaluating the detection capabilities of
the PADM algorithm, demonstrating its effectiveness in iden-
tifying whether an attack has occurred and in distinguishing
between different types of attacks. Following this, we present a
comprehensive evaluation of the full detection and mitigation
pipeline by comparing the end to end performance of PADM
against the baseline methods. Finally, we conduct ablation
studies to investigate the sensitivity of PADM to key parameter
configurations, with the aim of understanding how different
settings influence both detection accuracy and mitigation ef-
fectiveness. The experimental evaluation is conducted on both
the UCI-HAR and USC-HAD datasets. All reported results
represent the average performance over 10 independent runs.

Evaluation of Attack Detection Performance. We begin
by evaluating the detection performance of the proposed
PADM algorithm. Clients without attacks are labeled as 0,
those under MCA as 1, and those under MMA as 2. The
“Real” row represents the actual attack status experienced by
each client at the current global round, while the “Detect”
row denotes the corresponding attack status predicted by the
proposed PADM detection algorithm. Different colors are
used to represent different attack states, including attack-free
status, MCA, and MMA. If the colors in the “Real” and
“Detect” rows are consistent at a given position, this indicates
that the proposed algorithm correctly identifies the client’s
attack status. Conversely, inconsistent colors indicate incorrect
detection results. We visualize the actual and detected attack
states of three clients throughout the entire training process.
As shown in Fig. [[a), based on the UCI-HAR dataset with
configuration [A\g = 0.4,A,, = 0.3,A,, = 0.3], several
key findings emerge: Firstly, PADM consistently demonstrates
strong detection capability, successfully identifying whether an
attack occurred and distinguishing its type. Secondly, although
a few false positives appear in the early rounds, the detection
accuracy stabilizes in later stages; and finally the detection
performance is robust and largely unaffected by variations in
local data distributions across clients.

Client 1
Real
Detect
Client 2
Real

Detect
Client 3

Real

Detect

0 20 40 60 80
AF @@ MCA mEEE MMA

Fig. 6: Detection performance of PADM algorithm.
Evaluation of Overall PADM Performance. We then

integrate the detection and mitigation stages to comprehen-
sively evaluate the overall performance of the proposed PADM



algorithm with baseline algorithms. The test accuracy com-
parison under data poisoning attack between proposed PADM
algorithm and baseline algorithms are shown in Fig. [/(a) and
Fig. b) based on UCI-HAR dataset with configuration [\g =
0.4,\s, = 0.3,,, = 0.3, = 0.5] and USC-HAD dataset
with [Ag = 0.4, A, = 0.3, s, = 0.3, 8 = 0.5], respectively.
Based on the simulation results, we can summarize the follow-
ing findings. First, the AF achieves the highest test accuracy
and exhibits the most stable learning curve, as expected due
to the absence of any data poisoning attacks. In contrast,
both AO, PD and GM scenarios, which respectively represent
no defense and a simple aggregation-based defense, suffer
noticeable performance degradation under attack conditions.
Second, the proposed PADM algorithm substantially outper-
forms both AO, PD and GM. This demonstrates the effective-
ness of our combined detection-and-mitigation strategy, which
significantly enhances the model’s resilience against data
poisoning attacks. Third, although the PD and GM method
lacks explicit attack detection or correction mechanisms, it
still shows moderate robustness. This reduces the influence of
malicious model updates from compromised clients.
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Fig. 7: Overall performance of PADM algorithm and bench-
marks under data poisoning attacks.

Next, we conduct a series of ablation studies to explore
how various parameter settings influence the performance of
the proposed PADM algorithm. We begin by analyzing the
effects of different non-IID levels, a common challenge in
FL. Following this, we examine how varying the probability
of data poisoning attacks impacts the learning performance
of PADM, providing deeper insight into its robustness under
different threat intensities.

Impact of Non-IID Level «. In this section, we investigate
how varying levels of data heterogeneity, controlled by the
Non-IID parameter k, influence the learning performance of
the PADM algorithm. The results for the UCI-HAR and
USC-HAD datasets are shown in Fig. [§(a) and Fig. [§[b),
respectively. Across both datasets, we observe that a higher
x value (e.g., K = 5), which corresponds to a more balanced
class distribution and thus a lower degree of Non-IID, leads
to improved learning performance compared to the highly
skewed case (x = 1). This observation aligns with established
findings in traditional FL, where increasing data homogeneity
typically enhances convergence and model accuracy. Although
the extent of this effect varies between datasets, the overall
trend remains consistent: reduced data heterogeneity consis-
tently contributes to better performance.

Impact of Attacks Occurrence Probability \ . In this
section, we investigate how varying the attack occurrence
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Fig. 8: Performance evaluation of PADM with different Non-
IID level.

probability \ affects the learning performance of the proposed
PADM algorithm. To systematically analyze this impact, we
categorize A into three levels: low (\;), medium (\,,,), and high
(An), with the specific configurations detailed in Table The
experimental results for the UCI-HAR and USC-HAD datasets
are illustrated in Fig. [O(a) and Fig. [O[b), respectively. Across
both datasets, we observe that ); yields the highest learning
performance, while \; results in the most significant perfor-
mance degradation. This trend is primarily due to the increased
frequency of data poisoning attacks at higher A values. On
one hand, frequent attacks necessitate repeated detection and
mitigation efforts, yet these corrections cannot fully recover
the fidelity of clean data. On the other hand, a high attack
ratio disrupts the stability and accuracy of prototype updates,
further impairing the model’s convergence and generalization
capabilities. Overall, while the PADM algorithm demonstrates
strong resilience under all A\ settings, scenarios with high at-
tack rates (\;) may benefit from enhanced mitigation strategies
to sustain optimal performance.

TABLE III: Parameter Detail of A

Symbol Value

N Ao = 0.8,Aq; = 0.1, g, = 0.1

Am Ao =04, =0.3,As, =0.3
Ah Ao =0.2,Aq; = 0.4, \g, = 0.4
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Fig. 9: Performance evaluation of PADM with different .

VIII. CONCLUSION

In this work, we examined data poisoning attacks within the
framework of Multimodal Online Federated Learning (MMO-
FL) from a security standpoint. The intrinsic characteristics
of MMO-FL, namely its online, distributed, and multimodal
structure, introduce unique challenges for both theoretical
analysis and practical defense. To address these challenges,
we proposed the Prototypical Attack Detection and Mitiga-
tion (PADM) algorithm, specifically designed to detect and



defend against such adversarial threats. The proposed method
is theoretically grounded, with rigorous regret analysis, and
empirically validated through extensive experiments. Looking
ahead, we plan to broaden our investigation into other emerg-

ing

security threats in MMO-FL, such as model poisoning

attacks. Furthermore, we aim to deploy MMO-FL in real-
world Industrial IoT environments to identify and resolve
security vulnerabilities that may only arise in operational
systems. Overall, this work lays a foundational step toward
enhancing the robustness of MMO-FL.
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